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Quain |y hé thong File Linux

1. Céu tric hé thong file

| | | | |
bin dev - mnt - - var
boot etc lib proc shin usr |llost+found
| |
. - bin lib shin

| = th muc goc géc ciia cau tric cdy thw muc Linux, trong dé cdc file 1a cac nut 1a

/bin : thu muc chira c&c Iénh thuc thi co ban ((binary applications)

/shin: thw muc chira Cac lénh quan tri hé thong (system binaries)
/boot : thu muc chira kernel va boot loader
Jetc : thir Muc chira CAC tdp tin cdu hinh hé thong

/sys : thur Muc lwu CAC tdp tin ciia hé thong (system files)

/dev : thir muc cdc file thiét bi (device files), cac thiét bi phan cing dioc xem la cac file

[root : thir Muc home ciia NQueoi quan tri hé thong root
/home : méi thir muc con trong thir muc nay 1a Home Directory ciia C4c users

/ib : thw muc thie vién chia sé ciia hé thong (system libraries) ~ nhw C:\Windows\System32
Jusr : thu muc chira nhirng tdp tin ciia cdc iing dung chinh da dwoc cai dat cho moi nguoi
dung (all users), thu muc /usr/local ~ nhw C:\Program Files\ chiza cac chuong trinh cua

NQuoi diing dirge Cai tir md nguon

Ivar : thur muc leu tdp tin ghi diz liéu bién doi (variable files) nhuw c&c tdp ghi nhdt ky (log file)
tmp = thu muc chiva céc file tam thoi trong liic chay chirong trinh (temporary files). Mot diém
lieu Y 14 Cac users déu cé quyén Write trén /tmp. Mét user hoan toan co kha ning tao ra hang
loat cac file c6 kich thuede 1om trong /tmp dé lam day partition /
Imnt : thu muc nay dwoc ding dé gén cdc hé thong tdp tin tam thoi (mounted filesystems
/media : thu muc nay dwoc dung dé tao ra cac tdp tin gd'n (loaded) tam thoi dwoc hé thdng tao
ra khi mét thiét bi heu dong (removable media) diwcgc cam vao nhw dia CDs, mdy dnh ky thudt

SO...

Jopt = thu muc chiva cdc phan mém g dung (optional applications) diroc cai ddat thém.
/lost+found : thw muc lwu cac tap tin khdng cé thu muc cha ma dwoc tim thdy dwoi the muc

goc / sau khi thyc hién lénh Kiém tra hé théng tap tin (fsck)
/proc : thw Muc ddc biét @é luu Cac théng sé ciia kernel.
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Hé théng thw muc /proc

Thu muc /proc 1a mot the muc quan trong, dong vai tro séng con dbi véi hé thong Linux.
Thong tin chira trong /proc dugc tao ra mot cach tu dong dua trén céc qué trinh startup va
shutdown cua hé théng hay thay ddi theo thoi gian thuc cua file system. Thong tin caa hé
théng, cac tién trinh , cac tham sé cua hé thong déu thé hién trong thu muc nay

Vi du: M6 trinh soan thao vi sau d6 bAm Ctrl-Z dé vi chay trong background

# vi tmp/test

[1]+ Stopped vi tmp/test

# ps -ef | grep vi

root 23900 23872 0 15:52 pts/0  00:00:00 vi /tmp/test

Kiém tra thu muc /proc thay thu muc c6 PID 23900

# Is -1 /proc |grep 23900

dr-xr-xr-x 6 root  root 0 Apr 15 15:52 23900

cd vao thu myc 23900 sé& thy cac trang thai cua vi dang chay, dong trinh soan thao vi, thu muc
23900 s& duoc x0a bo

Trén Linux gia trj maximum cta Process ID duoc thiét lap trong file /proc/sys/kernel/pid_max
# cat /proc/sys/kernel/pid_max

32768

Hién thi cau tric cay thu muc

#tree-L1/

Xem thong tin dung lugng thu muc da dung (du : disk usage)

# du -sh /boot

# du -h --max-depth=1/| sort -n -r

File Linux vs Windows

Gidngnhau

Do dai ti da cho tén file 1a 255

Chép nhan tat ca cac ky tu dé dat tén file (nhung nén tranh str dung cac ki tu ddc biét nhu * ? [
] & dé tranh su nhap nhang trong cau lénh str dung sau nay)

Tinhdacthucual inux

- Quan Iy tat ca dwdi dang file cho cd thi muc va cde logi tai nguyén hé thong (6 cimg, thiét
bi ngoai Vi...)

- Khéng c6 khai niém phdn mé réng ciia tén file (ky ti " trong tén file dwoc doi xir nhir moi ky
tu khac

- Khéng ding 6 dia logic trong cay thir muc

-'I" dwoe dung thay cho '\' trong dirong dan thu muc

Puong din va thu muc dic biét

Truy cp file va thu muc can ding cac duong dan

Puong dan co thé ¢d mde tir cac thu muc dic biét

| = thu muc goc

~ : thu muc home cuia user dang login

~user : thu muc home cua nguoi dung co tén user

. 2 thur muc hién hanh

.. - thu muc cha thu muc hién hanh
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Pwong dan twong doi va tuyét doi
\ ?
|

\ usr \ dev e \ etc

)
<

~nv
—

\ staff -
| Relative Pathnames for file3

../usr/staff/joan/file3
usr/staff/joan/file3
staff/joan/file3
joan/file3
file3
../joan/file3
../../joan/file3

\ adams \ joan

\  reports @ file3

Puong dan dé dinh vi mot file hoic mot thu muc trong hé thong file
Puong dan tuyét doi la dudng din bat dau tir thu muc gc /
Puong dan tuong déi dung dé chi cach dinh vi file hay thu muc tir thi muc hién hanh

S o s wWwh e

Cau lénh Is
# Is [-options] [pathname]
& Tuy chon -1 cho phép hién thi thudc tinh cho méi téep (kiéu, quyén, lién két, chu sé hitu,
nhém s¢ hitu, kich thuedc, ngay sia do)

& Tuy chon -a cho phép hién thi cd cdc tép dn

& Tuy chon -i cho phép hién thi chi so inode

& Tuy chon -h in rakich thuée dé doc

& Tuy chon -t liét ké theo thir tir thoi gian file (gidm dan)
$ 1ls -al
total 54

drwxr-xr-x 2 john doc 512 Jul 10 22Z:25
drwxr-xr-x 4 bin bhin 1024 Jul 8 11:48 ..
-rw-r--r-- 1 Jjohn doc 136 Jul 8 14:46 .exrc
-rw-r--r-- 1 john doc 833 Jgul § 14:5%1 .profile
1 john doc 31273 Jul 10 22:25 chl
1

“IW-LW-IW- john doc 0 Jul 10 21:57 ch2

T T T T - | i |

Type # of Modification
Links Date and Time

-IW-IW-TW-

ACcess (rwner Size Mame
Modes (n bytes)

7 truong thudc tinh cho moi file:
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- Tdp quyén truy xudt (permission)
- 6 lién két dén file (link count): File: sé hard link; Thu muc: s6 thu muc lién két dén (mot thu
muc lubn ¢ it nhit 2 lién két)
- User so hitu file - owner
- NhOm user so hiru file - group
- Kich thuoce file (tinh theo byte)
- Ngay gio tao file
- Tén file
Céc ky hiéu kiéu file
& - file thong thuong
& d: file thu muc
s b file ddc biét (block)
s c:file ddc biét (kY 1)
& | :file lién két
Dung Iénh file filename dé biét filename 12 loai file gi
Thudc tinh size va size on disk
# echo hello > hello.txt
#Is -1 hello.txt
-rw-r--r-- 1 root root 6 Apr 9 16:09 hello.txt
# du -h hello.txt
4.0K hello.txt

2. File va inode
File 12 khdi dir liéu duoc luu trix lién tuc (hodc khong lién tuc — dit liéu bj phan manh) trén
thiét bi luu trit. V& phia nguoi sir dung s& nhan dang mot file dua theo tén cua file.
Inode 12 mot cau trlc dir ligu trong cac hé thong File truyén théng nhu UFS/EXT3/EXT4 clia
cac He diéu hanh Unix/Linux. Inode lwu tri tdt cd cac thong tin thuge tinh file trir tén file
va ngi dung file
Cau tric mot inode chua: théng tin thudce tinh cua file (chui s6 hitu, quyén truyén cdp...) va dia
chi ving dit liéu cua file nAm ¢ dau trén thiét bi luu trir.

file inode

filename inode# —> perm.bits, ect. addresses

Mgt file ludn c6 2 phan filename va chi sé inode

Ngudi sir dung tén than thién filename, con hé diéu hanh chi lam viéc vai chi s6 inode.

M®i inode xac dinh bai 1 con sd, Iénh Is -i dé biét chi s6 inode cua file, Is -1 dé biét thong tin
file ma inode chira

Thu muc 12 loai file dic biét chira danh sach cac lién két, mdi lién két chira tén @i tuong (file,
folder, link...) va inode twong ing voi dbi tuong do.

# df -i

# for i in $(seq 1 5000000); do echo testing >> $i.txt; done

#rm-f*
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No space left on device
/bin/rm: Argument list too long
Which is the fastest method to delete files in Linux
RM Command Is not capable of deleting large number of files
Find Command with -exec 14 Minutes for half a million files
Find Command with -delete 5 Minutes for half a million files
Perl 1 Minute for half a million files
RSYNC with -delete 2 Minute 56 seconds for half a million files
3. Hard link va Soft link
Hard Link

file inode

original txt inode# perm.bits, ect. addresses

—
/7 J/
inode#t data data | etc.

Hard link 1 tén goi khac cho mét file dang ton tai trén file system. Mot file ¢6 thé ¢d nhiéu
Hard link, mdi Hard link ciing c6 thé c6 nhiéu Hard link khac. Khong thé tae Hard link cho
mét thuw muc hay cho mét file khong nam cling phan ving véi Hard link (M&i phan ving c6
mot bang inode riéng)

Tao file gbc

# echo 'This is a original file' > original.txt

Tao hard link In {target-filename} {hardlink-filename}

# In original.txt hard.txt

Liét ké s6 hard link dén mot inode

# Is -li original.txt hard.txt

2195850 -rw-r--r-- 2 root root 18 Jan 8 17:43 original.txt

2195850 -rw-r--r-- 2 root root 18 Jan 8 17:43 hard.txt

Tim kiém sb hard link ciia mot file

# find / -xdev -samefile original.txt

# find / -xdev -inum 2195850

Tim x6a file va tit ca hard link cua no

# find / -xdev -samefile original.txt| xargs rm

Khi stz dung 1énh rm dé xéa mét file — Hé thong giam di mét hard link cia file dé, khi sé
lirgng hard link gigm vé 0 thi khong thé truy cdp t6i néi dung ciia file (ngi dung file vdn ton
tai trén thiét bi luu triz). Dir liéu cia file chi thuc sw mat khi vi tri ciia né bi cac file méi ghi
dé, — 6 thé khdi phuc file dir liéu vira bi x6a néu dit liéu dé chwa bi ghi de.

# Is -li /sbin/mkfs*

524471 -rwxr-xr-x 1 root root 7240 Nov 8 2012 /shin/mkfs

524329 -rwxr-xr-x 1 root root 18248 Nov 8 2012 /sbin/mkfs.cramfs

hard txt
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524555 -rwxr-xr-x 3 root root 47300 May 9 2013 /shin/mkfs.ext2
524555 -rwxr-xr-x 3 root root 47300 May 9 2013 /sbin/mkfs.ext3
524492 -rwxr-xr-x 3 root root 29880 Jan 27 2010 /sbin/mkfs.msdos
524492 -rwxr-xr-x 3 root root 29880 Jan 27 2010 /sbin/mkfs.vfat

# find / -xdev -samefile /shin/mkfs.vfat

/shin/mkfs.vfat

/shin/mkdosfs

/shin/mkfs.msdos

Soft link
file inode

soft.txt inode# —:> perm.bits, ect. addresses

N

l— redirected at open() time —— path to ofiginal txt
N

original txt | inode# | — = perm bits, ect. addresses

!

data data | etc.

Tao soft link In -s {target-filename} {symbolic-filename}
# In -s original.txt soft.txt

#ls -l

-rw-r--r-- 2 root root 24 May 28 17:10 hard.txt

-rw-r--r-- 2 root root 24 May 28 17:10 original.txt
Irwxrwxrwx 1 root root 12 May 28 17:10 soft.txt -> original.txt
# rm -f original.txt

# cat soft.txt

cat: soft.txt: No such file or directory

# cat hard.txt

This is a original file

~

Dé sira noi dung tir file link soft.txt, phai c6 quyén stra trén ca original.txt va soft.txt
Tao file lién két trén windows, chay Command Prompt véi Run as administrator

- Tao hard link: mklink /h hard.txt original.txt

- Tao soft link: mklink soft.txt original.txt
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4. Bién mdi truong

Xem c4c bién moi truong

#env

Bién mdi truong PATH

# echo $PATH
/usr/local/sbin:/usr/local/bin:/shin:/bin:/usr/sbin:/usr/bin:/root/bin
Khai béo bién méi trudong véi lénh export

# export name=giangnt

# env | grep name

# vim whatday.sh

#!/bin/bash

echo "Today is $today"

today=Friday

echo "Today is $today"

# today=Thursday

# sh whatday.sh

Today is

Today is Friday

# echo $today

Thursday

Gia tri Thursday cua bién today trong login Shell khéng c6 tc dung trong script whatday.sh .
Khi script thi hanh thi bién today van chua duoc dinh nghia cho dén khi n6 nhan gié tri la
Friday. Khi script két thic, tro vé login Shell, bién today van gitr gia tri 1a Thursday .
Néu thém lénh xuét bién mai trudng export

# export today=Thursday

# sh whatday.sh

Today is Thursday

Today is Friday

# echo $today

Thursday

== Khai bao céc bién méi trudng toan cuc trong file /etc/environment
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5. Lénh co ban quan ly File

pwd: hién thi dwong dan thu muc hién hanh

cd: thay doi vi tri thu muc hién hanh

mkdir: tao thu muc moi

Cp: sao chép mot hodc nhiéu tép vao mot thu muc

mv: di chuyén mét hodc nhiéu tép dén mét thu muc

rm: xoa file

file: xem thong tin logi file

cat: doc néi dung mét hay nhiéu file (-n hién thi sé dong)

more: Xxem frng dong, trng trang

less: firong tu 1énh more, nhung cho phép tim kiém va Ui dong bang phim miii tén

head -n tén_file: hién thi n dong dau tién cia I file

tail -n tén_file: hién thi n dong cudi cing ciia I file

wc tén_file: hién thi sé dong, 6 tir, s6 ky tu trong 1 file théng qua céc tiy chon -l, -w, -¢
grep: tim kiém trong file hodc trong dau vao chudn cdc dong c6 chiza cac ky tu hodc xau théa
médn mét sé diéu kién nao do.

Isof : list open files

# seq 100 > number.txt
# head -10 number.txt | tail -5



