)

l. Device
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Quan ly File System Linux

Thiét bi trung tdm cua may tinh 1a bo vi xtr Iy CPU va b nhé trong RAM, ngoai 2 b phan nay
thi tat ca nhitng bo phan khéc nhu ban phim, con chudt, man hinh, 6 dia ciing duoc goi chung la
thiét bi ngoai vi (peripheral device)
Bo vi xur ly, bd nhd va céc thiét bi ngoai vi dugc ndi v6i nhau bang cac day dién rat nho goi la
bus, tat ca dwoc gan trén mot bang mach dién tir goi 1 mainboard. Néu théo vo case ra quan séat
mainboard, s& thay cé rat nhiéu “dwrong ké mau xanh (hogc vang)” — dé chinh la dudng bus
Phén loai device
Céc device dugc phan chia thanh 2 loai tuy thudc vao cach thie doc/ghi dir liéu
= Block device hay Random Access Device nhi: HDD, CDROM, USB... cac thiét bj ding
dé heu trir dir liéu 1au dai (storage device). Dz liéu trén cac device nay mdéi lan duwoc doc
ghi theo zing block (1 block at a time, 1 block = 512 bytes to 32KB), chur khong phdai theo
ting byte. Cac khoi dir liéu trén céc device nay dwoce danh dia chi va c6 thé truy cdp dén
mét dia chi bt ki.
= Character device nhw: mouse, modem, printer, terminal... Dir li¢u trén cac device nay
duoc doclghi theo tirng character (1 byte at a time). Cac device nay, chd han nhw mouse
lam nhiém vu chuyén thao tac di chugs thanh dir liéu vé vi tri ciia con tré trén man hinh,
ludn cé dir liéu thay doi lién tuc theo thoi gian va khong dicoc lueu trir dé sau nay dung
lai.

#Is -l /dev/ | grep "~b"

# s -1 /dev/ | grep "~c"

S6 major va minor cia device

MB&i device duoc dic trung béi 2 con sé nay
- S major tro toi loai driver tuong wng véi thiét bi trong linux kernel
- Sb minor x&c dinh thiét bi cu thé

File /proc/devices cho phép xem céc théng tin vé sé hiéu major va tén module thiét bj da dang ky
# cat /proc/devices
Character devices:
136 pts
Block devices:
8 sd
# tty
/dev/pts/O
# Is -l /dev/pts/O /dev/sda
crw--w---- 1 root tty 136, 0 Aug 21 11:22 /dev/pts/O
brw-r----- 1 root disk 8, 0 Aug 21 10:52 /dev/sda
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Driver

Driver 1a chuwong trinh diéu khién device. Khi hé diéu hanh muén tuwong tac véi device né phai
théng qua driver. Céc driver phé bién thuong dugc cai dat sin trong nhan Linux, hoic ¢ thé
dugc cai dat nhu mot module tach roi cua nhan. Device file --> Driver --> iu khin

Device file Device

Viéc truy cap mot device néu phai thong qua driver thi rat phirc tap, doi hoi nguoi dung phai c6
kién thtrc sau vé phan ctiing. Trong linux, viéc nay duoc don gian hoa bang céac “device file”.
Device file (ciing con goi 1a special file) 1a cac file nam trong thu muc Idev/ cia Linux, méi file
nay dai dién cho mét driver. Ngudi dung thay vi tuong tac véi driver o thé twong tac véi cac
device file ndy nhu thé n6 la céc file di liéu thdng thuong.

Viéc két ndi giira file thiét bi va driver dugc thuc hién théng qua 2 bude sau:

- Pdng Ky s6 hiéu <major, minor> cho file thiét b;

- Két noi cdc thao tac file thiér bj véi cac ham tiwong iing trong driver.

Vi du: /dev/audio la device file dén driver ciia sound card. Ngudi ding ¢d thé sir dung cac Iénh
lam viéc vai file thdng thuong nhu 1énh cat véi device file.

# cat sample.au >/dev/audio

Nhan Linux s& redirect moi thir ma /dev/audio nhan duoc vao driver cua card sound. Két qua la
doan am thanh sample.au chay, 1énh nay thuong dugc dung dé kiém tra card sound

Qui woc tén device file

Block device hay storage device

/dev/fd_: floppy disk.

/dev/hd_: HDD hoic CDROM chuan IDE

/dev/hd_ _: partition trén HDD chuan IDE.

/dev/sd_: HDD chuin SCSI/SATA hoic USB removable disk

/dev/sd_ _: partition trén HDD chuan SCSI, SATA hoic USB removable disk

/dev/ram_: ramdisk

2. CDROM hay USB chi c6 1 partition

Character device

Mouse: /dev/input/mice

Keyboard: /dev/input

Monitor: /dev/tty , /dev/vcs_, /devi/console

Sound card: /dev/audio

Serial port (cac cong COM1, COM2, ...): /dev/ttyS_

Parallel port, ciing con goi 1a line port (cac cong LPT1, LPT2): /dev/par_ hoac /dev/Ip_
Virtual device do Linux tu dinh nghia

/dev/urandom hoac /dev/random: device sinh byte ngau nhién

/dev/zero: device sinh cac ky tu null

/dev/null: khi cé dir liéu vao, device nay s& hity bo va ciing khong tra vé dit liéu ra


Device file --> Driver --> Điều khiển Device
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Loop device la co ché cho phép mét file c6 chua filesystem (dién hinh 1a c4c file image nhu

* is0, *.img) c6 thé dugc mount nhu thé né 1a mot storage device.

Khi dang lam viéc vé6i console ma cam thém mot device vao may thi cé thé thong tin vé device
d6 duogc hién thi trén man hinh, néu khdng hién thi c6 thé dung Iénh dmesg dé xem. Lénh dmesg
(viét tit cua display message) cho biét cac thong bao ciia nhan khi né detect cac thiét bi ké tir lic
nhan duoc tai vao RAM.

I1. Disk va partition
1. Céu tric vat Iy cia 6 dia cirng
Mot _63 dia cung gém:’ o Heads
- Nhiéu dia (plate) xép chong I1én nhau 8 Heads,
- C4c déau doc (head) doc/ghi trén mit cac dia. Mai mat dia c6 mot ERE
dau doc/ghi vi vay néu mot 6 c6 4 dia thi co 8 dau doc/ghi
- Mach diéu khién: La mach dién nam phia sau 6 cing, mach nay cé cac chirc nang
=  Piéu khién téc do quay dia
= Piéu khién dich chuyén cac dau tir
= Ma hod va giai ma cac tin hiéu ghi va doc
Cylinder - Head - Sector Sector Cluster
M&bi mét dia (plate) duoc chia thanh nhiéu ranh (track) 1 cac — \/ — /
duong tron dong tam
Tap hop céc track cung ban kinh & cdc mat dia khac nhau
thanh cylinder
MGéi ranh (track) duge chia thanh nhiéu cung (sector), 1
Sector =512 byte
Sector duoc X4c dinh bang bo 3 chi s6 (Cylinder, Head,
Sector) — Toa do CHS ctia mét sector
Pé tang dung luong cua dia thi trong cac dia cang ngay nay, — —
céc Track & ngoai duge chia thanh nhiéu Sector hon va mdi mit dia ciing du:oc chia thanh nhiéu
Track hon va nhu vay doi hoi thiét bi phai c6 d6 chinh xac rat cao
Tinh téng dung lwong 6 dia cirng
Dung luong 6 dia ctiing duoc tinh = (sé cylinder) x (sé dau doc/ghi) x (sé sector/track) x (sé
byte/sector)
Capacity =nC x nH x nS x 512
Vi du: Western Digital WD Caviar 26400 6.4GB Hard Drive
Drive Parameters: 13328 cyl — 15 heads — 63 spt — 6448.6 MB
» 13328 cylinders
» 15 heads
» 63 sectors per track
» 512 B/sector
Capacity = 13328 x 15 x 63 x 512 = 6,448,619,520 B
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Pinh dang vat 1y cip thip

Pay 1a cong viéc caa nha san xuit 6 dia, qué trinh duoc thyc hién nhu sau :

- Sir dung chuwong trink dinh dang dé tao céc dwong Track

- Chia cac Track thanh céc Sector va dién cé&c thdng tin b dau va két thiic cho mdi Sector
Format cap thap

2. Ciu truc logic ctia 6 dia cing véi kién tric phan vang MBR
Master boot record (MBR): 1a kiéu ddc biét ciia boot sector ddt tai sector dau tién trong Track
zero cua 6 cing (Cylinder 0, head 0, sector 1), c6 dung lugng 512 byte gdm 3 thanh phan chinh:
- Doan ma Bootloader code nam ¢ dau MBR, c6 kich thudc 446 byte, ding dé chira chwong trinh
bootrap khdi dong Hé diéu hanh
- Bang phan hoach dia (partition table) cé kich thudc 64 byte, chiza cac thdng tin vé partition
nhu sb thir t, tén 6 dia logic, kich thugc .v.v. Mdi MBR c6 thé quan Iy téi da 4 primary
partition, modi primary partition co kich thuéc 16 bytes.
- Signature Bytes 2 byte chi ddu hop 1& & cudi MBR c6 gia tri 0OXAAS5
Pé khic phuc vin d& mdi 6 ciitng MBR chi chira dugc 4 phan ving ngudi ta khic phuc bang céch
ding sector dau tién cua partition thir 4 dé quan ly cac phan vang tiép theo tuong ty nhu 1 MBR
Boot sector: 12 sector dau tién cuia mot partition trong 6 cting
Partition:

- HDD duoc chia thanh cac Partition véi thudc tinh: primary, extended, logical

- COt6i da 4 phdn viing Primary trén mét 6 cirng

- Primary partition dwoc danh ddu Active dé lam partition khoi dong

-1 Primary bién thanh Extended dé cé thé duroc chia thanh nhiéu phan ving Logical.
Primary Extended

Logical

3
(NTFS)

1
(NTFS) 5
Ext3 FAT32|| | Ext3

Active .

1opas yoog
N
10pas joog
lopas joog
J0Pas J00g
10pas j00g
10pas j0og

dgiN
1opas joog

(Ext3)

Filesystem: FAT, NTFS, EXT, XFS...
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‘ Partition 1
i{ MBR s o)
: Partition 2 =
M%Ode 8RR R %[ Partition 3 o
j| #Hkyles Disk 1D | Partition 4 "
Master boot record
446
o Partition 1
64 o Partition 2
2 N -
bytes L— Signature Bytes ~ Partition 4
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Poc/ghi theo Sector/Cluster
Viéc doc/ghi trén 6 dia cimg thuc hién trén sector (= khoi
512 bytes = %2 KB) chir khéng phai doc/ghi tirng bit (khac

véi RAM) ‘ 7 B tracks
Vi du: file 800 bytes — can 2 sectors dé Iuu
Cac Hé diéu hanh thuong diéu khién viéc read/write 1én 6 sectors
dia ctrng theo cluster (block) = n sector

clusters

Vi du: Windows XP/7/8

1 cluster = 8 sectors = 4KB

1 file cd size 10 byte — size on disk la 1 cluster = 4KB
— lang phi space nhung tang performance

3. Ciu truc logic ctia 6 dia cing véi kién tric phan vang GPT

Nhitng hé diéu hanh cii voi BIOS legacy va kiéu bang phan viing Master Boot Record bi gigi han
boi kich thude phan viing nhé hon 2 TB boi chang chi ¢ thé ghi dia chi cho dung lwong dén 232
x 512 byte (kich thudc sector)

UEFI (Unified Extensible Firmware Interface - Giao dién firmware mé réng hop nhdt) 1a mot
chuan BIOS mai cua Intel, ¢6 trén cac bo mach chu doi méi duoc luu trit & thu myc EFI trong b
nhd non-volatile (bo nhé dam bao cho dir liéu khéng bi hong mdi khi mat dién). Uu diém cua
UEFI la n6 gitp cac hé thong khai dong nhanh hon, UEFI sir dung bang phan ving GPT ¢6 kha
nang quan 1y cac thiét bi c6 dung lwong Ién hon 2 TB

GPT (GUID Partition Table) 1a mot phan nam trong dic ta EFI do Intel dwa ra, md hinh EFI
gilp cho hé diéu hanh c6 thé giao tiép voi firmware hé théng. GPT ¢ thé xem 1a mot miéu ta vé
cach sap xép cac phan ving trén mot 6 dia.

MBR Disk GPT disk

Support in legacy OS like DOS, Windows 98 etc  Yes No
Support for more than 2TB (Tera Byte) No Yes
Support as Data disk in x86 version of OS = Yes Yes
Support as Data disk in x64 version of OS = Yes Yes
Support as Boot disk in x86 version of OS = Yes No
Support as Boot disk in x64 version of OS = Yes Yes
Support for more than 4 primary partition No Yes (Upto 128 Partition)
Booting support through BIOS mode = Yes No

Booting support through uEFI mode No Yes
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Hién nay phan 16n déu str dung hé théng sip
xép phan vuing theo dang Master Boot
Record. MBR chi hd tro t6i da 4 phan viing
primary. GPT ra doi véi kha nang tiy bién
cao hon nhu cho phép tao nhiéu hon cac phan
viing primary va tang kich thugc t6i da cho
mot phan vung
Céu tr(c 6 dia dinh dang GPT
Mét 6 dia GPT dwoc chia ra lam nhiéu LBA
(Logical Block Addressing). Théng thuong,
mot LBA c6 kich thude la 512 byte, tuy
nhién kich thudc co thé thay doi 1én dén 1024
byte hoac 2048 byte.
= LBA 0 sé& c6 cau tric gibng mot 6 dia
dang MBR, nham gilp c4c phan mém
dua trén MBR c6 thé hiéu dugc GPT
nham tranh ghi de.
= LBA 1 s& gdom cé4c header chira GUID
va thong tin vé dung luong, vi tri
phan vung.
= Céc LBA 2-33 chtra cac GUID tuong
ung vai cac phan vung.
Mot phién ban cta cac LBA 1-33 sé& dugc sao
lwu & ving dit lidu cudi cia 6 dia.
Céc phan viing s& nam sau LBA 33
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GUID Partition Table Scheme

Protective MBR

Primary GPT Header

Entry 1|Entry 2|Entry 3|Entry 4| =

\ Entries 5-128

xS

Partition 1

Partition 2

\ Remaining Partitions \

Entry 1 |Entry 2 |Entry 3|Entry 4

AN Entries 5-128

ary GPT

©

Secondary GPT Header

Secon

M&i phan ving s& duoc gan mot GUID (Globally Unique Identifier) dé dam bao tinh duy nhat

cua phan vung.

C6 thé chuyén mot 6 dia dang thd (raw) hoic dang MBR sang dang GPT, nhung khéng thé gt

lai dit ligu trude do.
Uu diém 6 dia dinh dang GPT

1. Cho phép tao dén 128 phdn ving primary.
2. Cho phép chia phan ving ién hon 2 TB (mikc gidi han doi véi 6 dia dang MBR)

3. Tich hop CRC32, mét co ché kiém tra 16i, ting tink 6n dinh cho bdang phan viing.

4. Mdi phdn viing sé twong g véi mét GUID, thuge tinh va kiéu phdn ving sé do GUID

quyét dinh.
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4. Ky hiéu 6 dia, phan ving trén Linux

Nhiing 6 dia IDE sé& c6 tén 1a hdX

X ¢6 gia tri tir [a-z] dai dién cho mét 6 dia vit \y: hda, hdb...

Khi chia partition, partition sé c6 dang: hdXY

X 1a ki tw 6 dia.

Y 1286 thit tu.

Céc partition primary duwgc ddanh sé tir 1 » 3, cac partition logical bar dau tir 5, 6, 7,...
CDROM ciing dugc hiéu nhu mot 6 dia IDE.

O dia SATA, SCSI, USB s& c6 tén la sdX

I11. File System

1. Céu tric File system

M&bi mét block storage device nhu partition HDD, CDROM hay USB déu c6 mét céch to chirc
dir liéu dé viéc luu trit/truy xuat hiéu qua. Cach té chirc dit liéu nhu thé duoc goi 12 File system.
Céc File system thuong gap la FAT 32, NTFS, EXT3/4, UFS...

Céch t6 chue dir liéu don gian nhat [a FAT, dung mot bang cap phat file (File allocation table)

Boot FaT 1 FaT 2 R.oot

Sector Aol Fellar Other Folders and All Files

FAT1 1a mot cai bang chira metainfo (théng tin mo ta) vé file va thu muc (tén, duong dan, ngay
thang tao lap, thudc tinh) va dia chi cia viing sector luu ndi dung file. Vi FAT1 rat quan trong
nén né dugc back up lai thanh FAT2.

Linux File system

EXT2 Hé thong file system trén cac bdan phdn phéi Linux cii (Linux native)

EXT3 = EXT2 + Journaling (Hé thong file nhét ky — Mgt hé thong file ¢6 tinh nang log. Giiip
toan ven dit liéu va tranh cac triong hop mdt dix liéu dot ngét do mdt dién, chay may, ... ext3 co
dé tin cdy cao Vi ¢6 kha ndng ghi nhé qua trinh thao tac trén diz liéu, khoi phuc nhanh hé thong
file khi 6 su Co)

Nang cap tir ext2 1én ext3

# tune2fs -j /dev/sdal ext3

EXT4 Ké thera tir ext3, ra doi tir nhan Linux phién ban 2.6.28 (25/12/2008 ). Kich thuéc file toi
da lén dén 16TB, kich thuwdc file system téi da dén 1 EB (Exabytes)

Kha ning mé réng thuw muc: ext3 hé tro- 32000 thu muc con, ext4 khong gidi han viéc tao cac thir
muc con

SWAP hé théng file diing 1am viing dém cho bo nhé chinh. Thong thuong, né chi duoc sir dung
khi hé thong thiéu hut bo nhd RAM hozc chuyén trang thai ciia may tinh vé ché d6 Hibernate
Hé théng file caa Linux ¢6 cac thanh phan sau:

= Boot Block
= Super Block
= |-nodes

= Data Block
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disk drive partition partition partition
- & Biknis
- 73 T AN
-~ 7 S m~
~ = Ty e )
- 7z i i
filesystem i-list directory blocks and data blocks
I i
boot block(s) -4— | e
| S
super block -— : vy
| )
i-node | i-node Sans i-node

Super Block: 1a cdu tric dugc tao tai vi tri bat dau filesystem. Luu trix cac thong tin :

- Kich thuéc va cdu tric filesystem.

- Thoi gian cdp nhdt filesystem cudi cing.

- Thong tin trang thai.

Inode: lyu nhitng théng tin vé tap tin va thu muc duoc tao trong filesystem. Mdi tap tin tao ra s&
dugc phan bo mot inode luu thong tin sau :

- Loai tdp tin va quyén han truy cdp.

- Chu so hiru tdp tin.

- Kich thuéc va sé hard link dén tdp tin.

- Ngay Vva gio Chinh sira tdp tin lan cudi cing.

- Vi tri luu ngi dung tdp tin trong filesystem.

# tune2fs -1 /dev/sdal | grep Inode

Inode count: 26104

Inodes per group: 2008

Inode blocks per group: 251

Inode size: 128

Data block: la vung luu dit liéu thyc sy cua tap tin va thu muc. Dir liéu luu trir vao dia trong cac
data block. M&i block thudng chira 1024 byte. Ngay khi tap tin chi ¢ 1 ky tu thi ciing phai cap
phat 1 block dé Iuvu né. Data Block cua tap tin thdng thuong luu inode cua tap tin va ndi dung
cua tap tin. Data Block cta thu muc luu danh sach nhitng entry bao gém inode number, tén cua
tap tin va nhitng thu muc con.

Kiém tra Filesystem Block Size

# tune2fs -1 /dev/sdal | grep -i “block size”

Block size: 4096


http://www.planetmy.com/blog/tag/filesystem
http://www.planetmy.com/blog/tag/filesystem
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Gidi han File system

Filesystem CentOS 5 CentOS 6
Maximum filesize (ext3) | 2TB 2TB
Maximum file system size (ext3) | 16TB 16TB
Maximum filesize (ext4) | 16TB 16TB
Maximum file system size (ext4) | 1EB 1EB

=

KiloByte (KB), MegaByte (MB), GigaByte (GB), TeraByte (TB), PetaByte (PB), ExaByte (EB),
ZettaByte (ZB), YottaByte (YB)

Linux hé tro nhiéu loai Filesystem: ext2, ext3, ext4, vfat, ntfs...véi céng nghé dioc tich hop vao
bén trong kernel. Cac Filesystem mdi duoc sur dung trong linux: ext4, Reiserfs, XFS va JFS.
Windows chi hé tro cac File system FAT va NTFS

2. Phan hoach va format cap cao

Pé co thé doc/ghi file 1én USB stick, FDD, HDD thi céc device nay can dugc format theo mot
file system nao d6 ma hé diéu hanh c6 thé hiéu dugc. USB stick, FDD chi ¢ mét partition, HDD
c6 thé c6 nhiéu partition nén véi HDD c6 thé can thém budc phan hoach partition truéc khi format
bang lénh fdisk.

# fdisk /dev/sdb

# mkfs.vfat /dev/sdbl

# mkfs.ext3 /dev/sdb2

Céc lénh format File system

# Is -li /sbin/mk*

# find / -xdev -samefile mkdosfs

/shin/mkfs.msdos

/sbin/mkdosfs

/sbin/mkfs.vfat

3. Mount

Cu phéap: mount <device> <mount_point>

Khi cim mét device vao, néu Linux nhan dugc, nd s& tao ra mot file méi trong thu muc /dev

Cac file device nhu: partition 6 cimg, CD-ROM, usb... can duge mount vao mot dudng dan thu
muc trude khi dung. Thu muc duge mount goi la mount point.

Mount USB

Kiém tra xem tén caa USB

# fdisk -
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Tao thu muc dé mount USB

# mkdir /mnt/usb

Mount USB dinh dang FAT32

# mount /dev/sdbl /mnt/usb

#df -hT

Umount USB

# umount /mnt/usb

Mount CD/DVD

V6i mot s6 Linux distro thuong ¢6 sin mot link /dev/cdrom tré dén CDROM device. C6 thé truy
xuat dén CDROM qua link nay thay vi phai x4c dinh CDROM la file gi trong thu muc /dev
# Is -1 /dev/cdrom

/dev/cdrom — /dev/hdc

# mount /dev/cdrom /media

Umount CD/DVD

# umount /media

Mount NTFS

Hau hét cac ban Linux hién nay déu c6 sin driver hd tro NTFS nhung thudng khéng cai mic
dinh. Cai dat package fuse-ntfs-3g hd trg phan ving dinh dang NTFS

Mount Loop device

Dung Iénh mount véi tham sé -o loop

Tao file ISO image tir mot thu muc

# mkisofs -r -0 httpd.iso /etc/httpd

Mount file ISO image

# mkdir /mnt/httpd

# mount -o loop httpd.iso /mnt/httpd
#df -hT
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2. Ngoai viéc mount thiét bi, con ¢ thé mount thu muc véi tly chon --bind

Céu hinh file /etc/fstab dé quan ly mount céc device ltc khéi dong hé théng

File /etc/fstab (file system table) ghi lai nhimng partition dwoc mount khi khai dong hé thong.
Trong file /etc/fstab c6 thé c6 nhitng device mount khdng thanh cong do ghi khong dang qui
céch, khong tim thiy mount point hay dudng dan device bi thay d6i ... Nhitng partition ¢ mount
duogc thanh céng duoc ghi trong /etc/mtab (mounted table).

Dung lénh mount khéng tham sé hay Iénh cat /etc/mtab dé xem danh sach nhitng device d4
mount duoc, néu chi quan tdm dén nhirng storage device dwgc mount thi ding Iénh df -h
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Céu truc file /etc/fstab

) <file system> <sount point> <type> <options> <dump> <pass>
UUID=2ad9188b~9dlc~4102-b224~4bSadd56a701 / ext3 erroxrseremount-xo 0 1
disk partition (e.g. /dev/sda3) where 10 mount it filesystern oplions how often to  when to
type back up fsck

M&i dong trong /etc/fstab chira théng tin vé mot device. Cac cot & mdi hang duge phan cach boi
khoang trang.
- Cot 1: cho biét tén device (phan ving 6 ciing, CD/DVD, USB, ISO image...). Pdng thoi ciing
cho biét duong dan t6i file dai dién cho thiét bi (device file) . Trong Linux, moi tai nguyén phan
ctrng 13n phan mém déu dugc xem 1a file, cac device file thudng nam ¢ thu muyc /dev
C6 thé sir dung UUID "Universally Unique IDentifier" thay cho tén device. Kiém tra UUID gin
véi device bing lenh bikid
# blkid
- Cot 2: duong dan thu muc (mount point) ma device s& gan két vao
- Cot 3: kiéu file system caa device: ext, swap, vfat, auto (hé thong sé tw déng nhdn dién loai
filesystem)
- Cot 4: cac tly chon khi mount. Néu c6 nhiéu tiy chon thi chiing dwgc phan cach bai dau phay.
auto: ty dong mount thiét bi khi may tinh khoi dong.
noauto: khdng tu dong mount, néu mudn sir dung thiét bi thi sau khi khai dong vao hé
thdng can chay lénh mount.
user: cho phép ngudi ding théng thuong dugce quyén mount.
nouser: chi ¢6 ngudi dung root mdi cd quyén mount.
exec: cho phép chay céc file nhi phan trén thiét bi.
noexec: khdng cho phép chay cac file nhi phan trén thiét bi.
ro (read-only): chi cho phép quyén doc trén thiét bi.
rw (read-write): cho phép quyén doc/ghi trén thiét bi.
defaults: tuong duong véi tap cac tuy chon rw, exec, auto, nouser
- Cot 5: tuy chon cho cbéng cu sao luvu dump, 0: bé qua viéc sao luu, 1: thuc hién sao luu.
- Cot 6: tly chon cho cdng cu do 13i fsck, 0: bo qua viéc kiém tra, 1: thyc hién kiém tra
# blkid /dev/md0
/dev/imd0: UUID="4930918e-e7e3-41b1-ab93-9300ff3c7a85" TYPE="ext4"
# blkid /dev/md1
/dev/md1: UUID="cla29ffa-903c-4ae9-a892-badb4afbbfb9" TYPE="ext4"

# cat /etc/fstab

UUID=cla29ffa-903c-4ae9-a892-badb4afbbfb9 / ext4d defaults 11
UUID=4930918e-e7e3-41b1-ab93-9300ff3c7a85 /boot ext4 defaults 12
UUID=2993f738-d3fd-4fb0-8125-c40a2a888738 /data ext4 defaults 12

UUID=71d901ba-6436-4a78-bf18-b945daf79131 swap swap defaults 00



)

# df -hT

Filesystem Type Size Used Avail Use% Mounted on

/devimdl ext4d 40G 15G 23G 39%/

tmpfs tmpfs 48G 0 48G 0% /dev/shm

/dev/md0  ext4 485M 11M 449M 3% /boot

/dev/imd3 ext4 870G 168G 658G 21% /data

# cat /proc/mdstat

Mount phan viing /tmp véi ché dd noexec

Kha nhiéu doan script dira vao cac script download trong thi muc /tmp va thyc thi ching. Bang
cach mount phan viing /tmp véi ché dg noexec, cac script ddt trong thu muc tmp sé khéng thé
theec thi.

IV. RAID & LVM

Céch quan Iy HDD théng thuong la chia n6 thanh cac partition nho hon — kich thudc partition
bi gioi han boi kich thude HDD chiza nd. CO hai ki thuat ghép la RAID va LVM cho phép mo
rong Kich thudc partition 16n hon kich thuéec HDD chira no.

Driver cho RAID, LVM thuong dugc bién dich vao kernel.

1. Redundant Array of Inexpensive Disks - RAID

- RAID la viét tit cua Redundant Arrays of Independent Disks (Céc day dia du thira doc 1ap).

- RAID thuong chi dugc ung dung cho cac may chu.

- Nguyén Iy caa RAID 1a dbi dung lugng lay su an toan dir lidu hoic tang tbc do doc ghi.

- Pé thiét lap duoc mot hé thong RAID ta can phai ¢6 it nhat 2 dia cang trd Ién.

- RAID c6 thé duoc thyc thi bang phan ciing hoac bang phan mém (RAID controller). RAID
controller phan cing thudng 1a mot PCI card hoidc dwoc gan on-board trén mainboard.

- Cau hinh RAID phan cimg duoc thyc hién qua BIOS 1a trong sudt d6i véi hé diéu hanh. Néu
khong c6 RAID controller phan ciing thi c6 thé dung phan mém théng qua hé diéu hanh. Véi
Linux c6 2 phan mém RAID Ia: raidtools (tap cac cong cu do nhiéu ngudi ciing phat trién) va
mdadm (cua Neil Brown).

Cac loai RAID chinh
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RAID 0 (striping): 2 hay nhiéu disk cting dung luong duoc RAID lai thanh mét array. Khi ghi dit
liéu duoc chia 1am nhiéu phan, méi phan duogc ghi 18n mot disk. Diéu nay cai thién hiéu suat ghi
vi viéc ghi dit liéu dugc thuc hién dong thoi trén ca 2 disk. Khi mot disk bi hong thi mot phan
cta dit liéu s& mat do d6 ca dix liéu s& bj hong. RAID 0 khdng c6 kha nang khdi phuc dir liéu.
RAID 1 (mirroring): 2 disk cung dung luong dugc RAID lai thanh mot array. Khi can ghi dir
liéu, s& co 2 ban sao cua dir liéu, mdi ban dugc ghi vao mot disk. Thoi gian ghi dit liéu trén array
bang thoi gian ghi dir ligu trén mot disk, do d6 hiéu suat ghi khdng déi. Boi mdi disk giir mot
ban sao cua dir lieu nén s& 1ang phi mot nira dung leong luu trit nhung khi hong mét disk thi van
con disk kia luu dir liéu.

RAID 5 (striping with parity): can it nhat 3 disk cung dung legng dé RAID lai thanh mot array.
LAy vi du 4 disk xem hinh v&. Khi file A can ghi vao array, né duoc chia lam 3 phan A1, A2, A3;
phan Ap, con duogc goi la checksum, dugc sinh ra tir A1, A2, A3 theo mot thuat toan nao do. Mbi
phan trong 4 phan nay duogc ghi vao mot disk. Néu mot disk hong, cha han disk 0 (mat A1) thi tir
A2, A3, Ap c6 thé tinh lai dugc Al. Tuc 1a khi hong mot disk bat ki trong 4 disk thi dit liéu c6
thé khoi phuc duoc nho vao checksum va cac phan con lai khong hong.

2. Logical Volume Management v2

O cting dang MBR bi gidi han béi 4 phan ving primary

Giai phap cho van dé phan viing

Linux giai quyét duoc van dé nay bang céch st dung Logical Volume Manager (LVM), cho phép
t6 chirc 6 ciing thanh cac khéi Logical Volumes (LV) thay vi sir dung phan viing nhu trude Kia.

32G SCSI disk O O

160G IDE_disK

-~y
—>

64G_SATA disk

PV (Physical
Volume)

LV (Logical

- @ & Group)

Jvar

e

Meunt point for logical volume /home
/devVivelume-group-1/L\V=2

Mount point for logical volume
/dev/volume-group-1/LV-2
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= Linh hoat trong viéc phan chia partition.

= DéE dang mé rong kich thude cia volume.

*  Pémoé rong dung luong luu trix dit liéu, don gian chi can thém dia méi vao.

Linux LVM Ia phuong phap cho phép an dinh khong gian dia cieng thanh nhirng Logical Volume
gilp cho viéc thay doi kich thudc tro nén dé dang hon so vai ky thuat partition. Véi ki thuat
LVM ta c6 thé thay d6i kich thudc ma khdng can thay dbi bang partition.

LVM la mét trinh quan |y storage device theo 3 Iép tir thap dén cao

- Physical Volume (PV): la nhirng dia cing vdt ly HDD /dev/sda, /dev/sdb hoac phan vung
dia /dev/sdcl, /dev/sddl

- Volume Group (VG): nhiéu PV khi dugc ghép lai voi nhau tao thanh mét Volume Group.
Dung luong cia VG bang tong dung luong cia cac PV thanh phan. Cac PV thanh phan
c6 thé thudc cung mot HDD hodc thude nhiéu HDD khéc nhau. C6 thé thém vao hoic
loai di mot PV tir VG.

- Logical Volume (LV): mdi VG lai duoc chia thanh mét hoic nhiéu Logical Volume
(Virtual partition). C6 thé resize cac LV mot cach dé dang va snapshot chiing. C6 3 kiéu
mapping volume: linear volumes, striped volumes, va mirrored volumes.

- S6 PV vaLV tbi da cho phép trén mot VG 1a 256

= phan vung /boot kihéng thé la mét Logical Volume, Vi trink nap khdi déng (boot loader) sé
khéng nhdn ra dwoc. Do dé phai tao mét phdan ving /boot déc ldp, khéng nam trong LVM
Bang lénh LVM

CREATE VIEW REMOVE RESIZE CHANGE SCAN
PV | pvcreate pvs, pvdisplay ~ pvremove pvchange PVSCAN
VG | vgcreate vgs, vgdislpay  vgremove vgextend, vgchange VGSCAN
vgreduce
LV | LVCREATE LVS, LVREMOVE LVEXTEND, LVCHANGE LVSCAN
LVDISPLAY LVREDUCE

- pvcreate: khoi tao nhitng physical volume dé str dung trong mdi trudng LVM. Physical volume
c6 thé 1a dia cung, thiét b luu trit khac, hoac partition. ..
- pvs, pvdisplay: hién thi thong tin cua physical volume.

- vgereate: khoi tao mot volume group tir nhitng physical devices d& duoc khoi tao bang
pvcreate.

- vgextend: thém physical volume vao volume group.

- vgs, vgdisplay: xem khéng tin ctia volume group

- Ivcreate: tao logical volume tir volume group.

- lvdisplay: xem théng tin cua logical volume.

Cai diat system-config-lvm quan ly LVM trén giao dién dé hoa
# yum install system-config-lvm -y

# system-config-lvm





