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1. Téng quan MySQL
Hau hét cac phan mém quan ly ang dung hién nay déu thao tac trén CSDL nao d6, do d6 viéc
1am quen véi CSDL 1a mét van dé thiét yéu va tdi quan trong. C6 rat nhiéu hé quan tri CSDL
hién nay, nhung hau hét cac hé quan tri CSDL nay déu tuan theo chuan SQL92 do to chirc ANSI
dé ra va MySQL ciing 1a mot trong cac hé quan tri CSDL do.
MySQL 1a Hé quan tri CSDL gon nhe nhung hd tro day du tinh nang va co phién ban mién phi.
MySQL c6 hai phién ban:
=  MySQL Server Community - phién ban mién phi cung cip ddy du tinh niang nhung
khong dugc support tor MySQL
=  MySQL Server Enterprise - phién ban thuong mai va dugc su hd tro tir MySQL. Trong

phién ban nay c6 kém theo nhitng tool vé quan Iy MySQL thong qua web, do hiéu suat

ctia hé théng...
MySQL hién hd tro nguoi dung nhitng cong cu can thiét cho viéc quan ly va phat trién, 1a mot
trong cac hé thdng CSDL dugc ngudoi ding trén khap cong ddng ma ngudn mé wa chudng trong
viéc chon Iya va phat trién Gmg dung. Véi cong cu MySQL Administrator ¢a mang dén cho
nguoi dung nhitng thuan loi trong viéc backup va restore dir liéu, ciing nhu 1én ké hoach, thay
d6i thong sé dau vao va tdi wu hoa cac thong sb can thiét nham giap cho hé quan tri CSDL nay
van hanh tot hon. Bén canh d6, MySQL Query Browser cung cap cho ngudi dung nhiing tinh
nang lién quan dén viéc quan tri va phat trién san pham cua minh. Khai thac nhiing cong cu nay,
nguoi dung sé tiét kiém thoi gian dang ké cho viéc phat trién ciing nhu quan tri hé thong.
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Storage Engines
Diém khéac nhau 16n nhat cia MySQL so véi cac hé quan tri CSDL khac 1a MySQL hd tro nhiéu
cac ky thuat luu trix dit liéu theo nhiéu cach khac nhau, mdi kiéu luu dit liéu duoc goi la Storage
Engines. O phién ban 5.6 thi MySQL dang hd trg hon muoi ki thuat lwu trir khac nhau nhu
MyISAM, InnoDB, Memory, Merge, CSV, InfoBrig#z...
MySQL lwu mdi database (schema) & trong mot thu muc con nam trong mot thu muc dir liéu &
duéi file hé thong. Khi tao mot table mai, MySQL s& luu dinh nghia bang trong file .\FRM trung
tén bang.
# Is -1 /var/lib/mysgl/mysql
MyISAM
MyISAM la k§ thuat luu trit mac dinh (trudc phién ban 5.5), va duoc sir dung & hau hét cac tng
dung web, thg dung kho dir li¢u va nhitng mai truong ung dung khac.
MyISAM luu mdi bang dit liéu trén 2 file: .MYD cho file dit liéu va .MY | cho file chi myc. Dinh
dang MyISAM khéng phu thudc vao nén tang hé diéu hanh, do d6 c6 thé copy file dir liéu va
file index tir hé diéu hanh nay sang hé diéu hanh khac ma hé théng van chay duoc
Diic diém
- Thiét ké don gian nén pho bién
- Khong hd tro khéa ngoai va quan Iy giao dich
- Cho phép danh chi muc toan cot (Full Text Index), cho toc do truy suat doc va tim kiém
nhanh nhat trong cac Storage Engine
- Hoat dong theo kiéu Table Level Locking, khi cap nhat 1 ban ghi trong cung 1 table thi
table d6 sé& bi khoa lai, khong cho cap nhat cho dén khi thao tac cap nhat trude dé thuc
hién xong.

InnoDB
InnoDB 14 k¥ thuat luu trir an toan trong giao dich nhu commit, rollback va kha nang phuc hoi dé
bao vé dir liéu ngudi dung. InnoDB cung cap khoa hang va tinh toan ven dit liéu bang cac rang
budc toan ven tham chiéu khéa ngoai
InnoDB luu dir liéu trén file: ibdatal va log trén cac file ib_logfile0, ib_logfilel
Thudc tinh innodb_file_per_table cho phép dat dit liéu va chi muc cho riéng bang vao mot file
riéng thay vi dé trong ibdatal
Diic diém
- Hb trg khoa ngoai cho kiém tra tinh toan ven rang budc dir liéu
- HO tro quan Iy cac giao dich
- Véicoché COMMIT va ROLLBACK trong ky thuat lwu trir s& gitp cho cac giao dich
trong thuong mai, ngan hang an toan va tin cay hon.
- Hoat dong theo kiéu Row Level Locking, khi cap nhat 1 ban ghi thi chi c6 ban ghi dang
thao tac bi khoa, cac hoat dong khac trén table nay khong bi anh hudng.

- InnoDB dung nhiéu khong gian luu trit hon MyISAM
_{ MariaDB
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Feature MyISAM InnoDB
Storage limits 256TB 64TB
Transactions No Yes
Locking Table Row
Full-text search indexes Yes Yes

InnoDB support for
FULLTEXT indexes is
available in MySQL
5.6.4 and higher

Clustered indexes No Yes

Data caches No Yes

Index caches Yes Yes

Compressed data Yes Yes
Compressed MyISAM tables are
supported only when using the Compressed InnoDB
compressed row format. Tables using the tables require the
compressed row format with MyISAM InnoDB Barracuda file
are read only format

Encrypted data Yes Yes

Implemented in the server
(via encryption functions),
rather than in the storage

engine
Cluster database support No No
Replication support Yes Yes

Implemented in the
server, rather than in the
storage engine

Foreign key support No Yes
Query cache support Yes Yes

2 Gidi han dung luong luu trit ciia bang ciing phu thudc gidi han cua File system ma OS dung
Character set 1a mot tap hop cac ky tu va cac phwong thire chuyén ma ky tu (encoding method)
MySQL c¢6 thé luu trix dit liéu & nhiéu dang character set khac nhau ¢ cac muc do khac nhau:
server, client, database. Mdi character set co6 mot collation mic dinh.

Character Set = Characters + Encoding Method

Collation 1a qui tic sap xép cua mot Character set. Theo qui tic dit tén collation cia MySQL,
_ci la case insensitive (collation khong phan biét chir hoa thuong)

mysql> show character set;

mysql> select * from information_schema.schemata;

mysql> show table status from information_schema;

ﬂ MariaDB



b! M H SQL® Nguyén Thé Pirc — Hoc vién CNTT Bkacad

2. Cai dit va cdu hinh MySQL

Cai dat MySQL 5.5

Epel repositories

# yum install epel-release -y

Remi repositories

## RHEL/CentOS 5 ##

# rpm -ivh http://rpms.famillecollet.com/enterprise/remi-release-5.rpm
## RHEL/CentOS 6 ##

# rpm -ivh http://rpms.famillecollet.com/enterprise/remi-release-6.rpm

= Remi repositories yéu cau Epel repositories phai dugc cai dat trude
# yum --enablerepo=remi install mysql-server -y

Cai dat MySQL 5.6

MySQL repositories http://dev.mysgl.com/downloads/repo

## RHEL/CentOS 5 ##

# wget http://repo.mysql.com/mysqgl-community-release-el5-5.noarch.rpm
# rpm -ivh mysgl-community-release-el5-5.noarch.rpm

## RHEL/CentOS 6 ##

# wget http://repo.mysql.com/mysqgl-community-release-el6-5.noarch.rpm
# rpm -ivh mysgl-community-release-el6-5.noarch.rpm

Cai dat MySQL community server

# yum install mysql-server -y

T Khi cai dat MySQL 5.6 trén CentOS 5.x bang YUM tir MySQL repositories, néu gap 15i
canh bao “warning: user mysgl does not exist - using root”, fix I18i thiéu user mysgl nhu sau:
# cat /etc/group | grep mysql

mysql:x:27:

# vim /etc/passwd

mysql:x:27:27:daemon:/shin:/sbin/nologin

# chown mysql:mysgl /var/run/mysqld

# chown mysgl:mysql /var/lib/mysql

CéAu hinh MySQL

# vim /etc/my.cnf

[mysqld]

datadir=/var/lib/mysql

socket=/var/lib/mysqgl/mysql.sock

user=mysqgl port=3306

max_connections=1000

,,j MariaDB
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bind-address = 127.0.0.1

#skip-networking character-set-

server=utf8 collation-

server=utf8_general_ci

## MyISAM key buffer for caching index data from disk
key buffer_size=256M

## Set innodb buffer pool size to 50-80% of RAM for both data and indexes
innodb_buffer_pool_size=512M

lower _case_table_names=1

[mysqld_safe]

log-error=/var/log/mysqld.log
pid-file=/var/run/mysqgld/mysqld.pid

= It is recommended to set innodb_buffer pool size to 50-80% of system memory. This allows

MySQL to cache more data (the default is only 8M in MySQL 5.0 or 128M in MySQL 5.5) and
can improve performance significantly.

Khi cai dat MySQL trén Linux, méc dinh Linux sé bét théng sé phdn biét chir hoa, chit thurong
khi tao théng tin CSDL. Pé tat théng sé nay thém lower case_table_names=1 vdo trong section
[mysqld]

Tham khao: /usr/share/mysgl/my-large.cnf, /usr/share/mysql/my-huge.cnf

Sau khi stra d6i xong cac thong sd, luu lai thong tin va start dich vu MySQL

# service mysqld start

# netstat -penlt | grep mysqld

tcp 0 00.0.0.0:3306 0.0.0.0:* LISTEN 27 60287
21804/mysqld

# netstat -penlx | grep mysqld

unix 2 [ACC] STREAM LISTENING 60288 21804/mysqld
Ivar/lib/mysgl/mysgl.sock

# mysqgladmin ping

# mysqgladmin status

Uptime: 1886 Threads: 3 Questions: 282 Slow queries: 0 Opens: 41 Flush tables: 1 Open
tables: 27 Queries per second avg: 0.149

Threads S6 lugng cac két ndi dang mo

Questions  S& lwong cac truy van da guri téi server tir khi bat dau

Slow queries S& cac truy van thuc thi 1au hon bién hé théng long_query_time system

Opens S6 lwong cac bang da ma tir khi server bat dau

Open tables  Sé cac bang dang mad va dang duoc truy cap

Queries per second avg S lwong trung binh cac truy van trong mot gidy

MariaDB
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Lan dau login vao MySQL Server bang user root va password rong
# mysql -u root
Your MySQL connection id is 3
3. Quan tri can ban MySQL
Két ndi may cha MySQL
# mysql -u root -p
# mysql --protocol=tcp -P 3306 -u root -p
# mysql -u root -h 127.0.0.1 -P 3306 -p
Lénh help
mysql> help show
mysql> help create
Tao database CREATE DATABASE [IF NOT EXISTS] db_name;
mysql> create database wordpress;
Thay d6i cau trac database
mysql> alter database wordpress default character set utf8 collate utf8_general_ci;
mysql> show databases;
Chon database lam viéc: USE db_name;
mysql> use wordpress;
Tao bang
CREATE [TEMPORARY] TABLE [IF NOT EXISTS] tbl_name
[(create_definition,...)]
[table_options]
[select_statement]
CREATE [TEMPORARY] TABLE [IF NOT EXISTS] tbl_name [(] LIKE old_tbl_name
DI;
Tao bang test
mysql> create table test (id int not null primary key auto_increment, val int);
Thay doi cau trac bang
mysql> alter table test engine = myisam;
Xem théng tin vé bang
mysql> show tables;
mysql> show table status;
Xem thong tin vé cot trong bang
mysql> desc test;
Cheén dir liéu vao bang
mysql> insert into test(val) values (1),(2),(3),(4),(5),(6),(7),(8),(9),(10);
mysql> select * from test;
Tir khoa TEMPORARY  dé tao bang tam thoi, bang nay chi ton tai trong connection va sau do sé

bi xo6a khi disconnect
MariaDB
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mysql> create temporary table mysgl.userl select * from mysql.user;
mysql> show global status like ‘created_tmp%";

+ -— —t -—+
| Variable_name | Value |
+ -— —t -—+

| Created_tmp_disk tables |9 |

| Created_tmp_files |6 |

| Created_tmp_tables |63 |

+ -— —t -—+

mysql> show variables like '%tmp%";

+ - R +

| Variable_name | Value |

+ -— +---- +

| max_tmp_tables |32 |

| slave_load_tmpdir | /tmp |

| tmp_table_size | 16777216 |

| tmpdir | /tmp |

+ - R +

# s /tmp

mapping-root #sqlf72_a_0.frm

Tur khoa IF NOT EXISTS dung dé tranh phét sinh 16i khi bang da ton tai
Ban c6 thé tao bang tr 1 cau Iénh SELECT vai cu phap CREATE TABLE thl_name SELECT...,
tuy nhién phai cha y dén tén truong cta cau lénh SELECT

Pé tao 1 bang méi véi cau triic gibng voi mot bang di cé, ¢6 thé s dung CREATE TABLE ...
LIKE (I&nh nay chi sao chép cau trac, khong sao chép dir liéu)

Xoba database

DROP DATABASE [IF EXISTS] db_name;

mysql> select version();

mysql> select database();

mysql> select now();

mysql> select current_user();

mysql> select user();

Tao user quan tri tir Xxa

2\ user quan tri khong cé quyén grant

mysql> create user root@'%’ identified by '123456",

mysql> grant all privileges on *.* to root@'%",;

mysql> grant all privileges on *.* to adminl@'%’ identified by '123456",

MariaDB
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mysql> grant all privileges on *.* to admin2@'%’ identified by '123456" with grant option;
mysql> SELECT * FROM information_schema.user_privileges WHERE PRIVILEGE_TYPE =
'SUPER;

mysql> select user,host from mysql.user where Super_priv ="Y",

X6a user khoi hé thong

mysql> drop user adminl@'%";

Kiém tra lai cac tham s hé théng: character_set, autocommit...bang lénh show variables:
mysql> show variables like 'character_set%";

mysql> show variables like ‘autocommit’;

mysql> show variables like 'innodb%;

innodb_data_file_path ibdatal:12M:autoextend

innodb_file_per_table ON

mysql> select * from information_schema.global_variables;

mysql> select * from information_schema.session_variables;

= DB INFORMATION_SCHEMA chtra siéu dit liéu (metadata) vé cac DB trong MySQL

Kiém tra Storage Engines MySQL support
mysql> show engines;

mysql> exit

Khai bao user va password client

# vim ~/.my.cnf

[client]

user=root

password=123456

Két ndi may cha MySQL khong can user va password
# mysql

Xem lich str 1énh MySQL

# more ~/.mysgl_history

4. Phan quyén MySQL

Nguyén tic bio mat

- Khéng cho nguoi diing nao ngodi root ¢6 quyén truy cdp database mysql

- Khéng dé password nguoi ding tring

- Quan Iy phdn quyén bang lénh GRANT & REVOKE

- Khéng luu PASSWORD durdi dang clear text (Si dung cdc ham MD5, SHA d@é ma héa mdt
khdu)

GRANT & REVOKE cho phép tao méi nguoi dung, cip va hay bé quyén caa ngudi dung

Quyeén trong MySQL duoc chia lam 4 level
MariaDB
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- Global level: Ap dung cho tat ca cac CSDL va bang GRANT/REVOKE ALL ON *.*;
- Database level: Ap dung tat ca cac bang trong 1 CSDL GRANT/REVOKE ALL ON db.* ;
- Table level: Ap dung cho tat ca cac cot trong 1 bang xac dinh GRANT/REVOKE ALL ON
db.table;
- Column level: Ap dung cho 1 cot X4c dinh trong bang
Tai khoan & mat khau
Cac tai khoan va mat khau caa MySQL doc 1ap véi tai khoan va mat khau caa Linux
Tai khoan username trong MySQL dai ti da 16 ky tu
Mat khau trong MySQL duoc mé hoa bang ham PASSWORD va giai ma biang ham ENCRYPT
Tai khoan & mat khau nguoi dung trong MySQL duoc tao, cap va rat quyén bang 1énh GRANT
& REVOKE
Mat khau ngudi ding dugc luu trong bang user duéi dang ma hoa
Dé két ndi dén may chu MySQL, can cung cap username & password. Néu két ndi may cha tir
xa, phai xac dinh hostname mysql -h hostname -u username -p
Thay d6i mat khau user bang 1énh mysgladmin hoic set password
mysgladmin -u root password NEWPASSWORD
mysqgladmin -u root -pOLDPASSWORD password NEWPASSWORD
# mysqladmin -u root password 123456
# mysql -u root -p
mysql> set password = password('123456');
mysql> exit
Cic quyén truy cap database
- ALL hay ALL PRIVILEGES Tt cd cdc ddc quyén ngoai trir GRANT OPTION
- CREATE TEMPORARY TABLES Cho phép tao cdc bang temp
-EXECUTE Quyén thyec thi cde Functions,Procedures
- FILE Cho phép load data infile
- GRANT OPTION Grant quyén cho cdc user
- LOCK TABLES Cho phép lock cac tables
- PROCESS View cdc théng tin vé cdc thread thyec thi trén host
-RELOAD Gdn quyén Reload téi cdc tables va flush log hay cache database
- REPLICATION SLAVE Cho phép doc binary log events tir master
- SHOW DATABASES View cdc database trén hé thong
- SHUTDOWN  Shut down server
- SUPER Kill thread, SET GLOBAL, CHANGE MASTER,...
-ALTER Thay ddi cdu triic table va index
- CREATE Tao database va table
- DELETE Delete cdc ban ghi tir table
- DROP Drop (remove) database va table
- INDEX Create hay drop index
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- INSERT Insert cac ban ghi méi vao bang

- REFERENCES Unused

-SELECT Truy Vdn ndi dung tir bang

- UPDATE Thay déi néi dung bang

- USAGE Quyén sir dung cdc database

Xem danh sach quyén caa nguoi dung

mysql> show privileges;

Tao va phan quyén cho user véi lénh GRANT

Tao userl c6 quyén select bang user trong database mysg|

mysql> grant usage on *.* to userl@'localhost' identified by '123456";

=\ usage can be specified to create a user that has no privileges

mysql> grant select on mysql.user to userl@'localhost’;
mysql> show grants for root@localhost;

+ - S S B +
| Grants for root@localhost |
+ - S S S +

| GRANT ALL PRIVILEGES ON *.* TO 'root'@'localhost' IDENTIFIED BY PASSWORD
'565491d704013245' WITH GRANT OPTION |

+ - S +
1 row in set (0.00 sec)

=

Copy user méi bang cau lénh SHOW GRANTS FOR

Chu y quyén trong cot Grant_priv néu copy tir user root@localhost

IDENTIFIED BY PASSWORD copy mat khau sang user méi

mysql> grant all privileges on *.* to 'root'@'192.168.15.139" identified by password
'565491d704013245" with grant option;

mysql> show grants for root@192.168.15.139;

+ — o e
-+

| Grants for root@192.168.15.139 |

+ — o e
| GRANT ALL PRIVILEGES ON *.* TO 'root'@'192.168.15.139' IDENTIFIED BY PASSWORD
'565491d704013245"' WITH GRANT OPTION |

+ — e e e e e e e e e e e
Tao user quan tri co quyén trén tat ca database va chi c6 thé két néi MySQL server tir localhost
mysql> grant all privileges on *.* to adminl@Iocalhost identified by '123456';

mysql> select user,host,password from mysgl.user;

Néu trong cau lénh GRANT khong c6 IDENTIFIED BY thi user s& dugc tao véi mat khau rong
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mysql> grant all privileges on *.* to admin2@Iocalhost;
Néu d6i mat khau cho 1 user ma khéng muén thay ddi lai cac quyén hién coé cua user do,
MySQL cung cap lénh SET PASSWORD
mysql> set password for admin2@]localhost = password('123456");
Tao user wordpress c6 quyén thao tac database wordpress va chi co thé két ni tir localhost
mysql> grant create,alter,drop,select,insert,update,delete,index, execute on wordpress.* to
wordpress@]localhost identified by '123456';
mysql> select * from mysql.user where user="wordpress\G
Gié1 han tai nguyén nguoi dung
Dé dam bao an toan, nén giéi han tai nguyén ma nguoi dung duoc phép sir dung
- S6 lugng query trong 1 gio
- S6 lugng update trong 1 gid
- S6 lugng connection dugc cap trong 1 gio
GRANT ... WITH
MAX_QUERIES_PER_HOUR N1
MAX_UPDATES_PER_HOUR N2
MAX_CONNECTIONS PER_HOUR N3;
Tao user wordpress co quyén thao tac database wordpress va chi ¢6 thé két néi tir may
192.168.1.2 vé6i tham s6 tiy chon gidi han tai nguyén
mysql> grant create,alter,drop,select,insert,update,delete,index on wordpress.* to
wordpress@'192.168.1.2" identified by '123456' with max_queries_per_hour 20
max_updates_per_hour 10 max_connections_per_hour 5;
X6a quyén cua user véi lénh REVOKE
mysql> revoke all privileges on database_name.* from adminl@Iocalhost;

=
Khong thé revoke all privileges on *.*
Thong tin vé& quyén cua tai khoan dugec MySQL luu trir trong cac bang: user, db, tables_priv,
columns_priv, procs_priv trong database mysq|l
- user: chtra nhiing tai khoan, quyén cuc bd va nhiing cot khong phan quyén
- db: chira nhitng quyén database theo cap do
- tables_priv: chira nhitng quyén table theo cap do
- columns_priv: chira nhitng quyén column theo cép do
- procs_priv: chira nhitng quyén cia ham va tha tuc

Script copy MySQL user va Database Priveleges

CREATE TABLE mysql.user copy SELECT * FROM mysqgl.user;

DELETE FROM mysqgl.user copy WHERE Host NOT LIKE 'OLD_HOST_ NAME';
UPDATE mysql.user copy SET Host = 'NEW_HOST_NAME';

INSERT INTO mysgl.user SELECT * FROM mysql.user copy;
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CREATE TABLE mysgl.db copy SELECT * FROM mysql.db;

DELETE FROM mysql.db copy WHERE Host NOT LIKE 'OLD HOST NAME';
UPDATE mysqgl.db copy SET Host = 'NEW_HOST_ NAME';

INSERT INTO mysgl.db SELECT * FROM mysqgl.db copy;

DROP TABLE mysql.db copy;

FLUSH PRIVILEGES;

5. Phuc hdi mat khau MySQL root

Néu quén mat khau root caa MySQL, thuc hién nhimg budc sau dé khoi phuc mat khau:
Stop MySQL Server

# service mysqld stop

Khoi dong MySQL Server ¢ ché do safe mode

# mysqld_safe --skip-grant-tables &

Két ndi MySQL server khong can mat khau

# mysql -u root

Pit mat khau méi cho user root cua MySQL

mysql> use mysql;

mysql> update user set password=password('123456") where user="root’;
mysql> exit

Khai dong MySQL server va login

# service mysqld restart

# mysql -u root -p

6. Cau lénh SQL

Tao database examplel

mysql> create database examplel;

mysql> show databases;

Tao bang test thudc database examplel

mysql> use examplel; create table test (id int not null primary key auto_increment, val int)
engine = myisam; mysql>

show tables; mysql>

show table status;

mysql> select table_name, engine from information_schema.tables where table_schema =
‘'examplel’;

mysql> show create table test;

Stored procedure
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Tao thu tuc:
create procedure zén-thsi-tuc([cdc-tham-sé])
begin
cac-cau-l¢gnh;
end

Xoa thu tuc: drop procedure tén-thii-tuc;
Goi thu tuc: call g&n-thsi-tuc([cdc-tham-sé]);
Ham tuwong tu nhu tha tuc nhung ¢ gia tri tra vé

Tao thu tuc thém 1000000 ban ghi vao bang test
-- change delimiter to //
delimiter //
create procedure add_data()
begin
declare i int default 1;
while i <= 1000000 do
insert into test (val) values (i);
seti=i+1;
end while;
end //
-- change delimiter to ;
delimiter ;

=

delimiter / B6i ky hiéu phan tach cau lénh (dé dung dau “;” bén trong thu tuc con)
delimiter ; D6i lai ky hiéu phan tach thanh dau «;”

Show thu tuc

mysql> show create procedure add_data;

mysql> show procedure status;
mysql> select type,db,name,body from mysql.proc;

= Grant quyén cho user khac view procedure

GRANT SELECT ON mysqgl.proc TO *‘wordpress'@'localhost’;
Goi thu tuc

mysql> call add_data();

mysql> show open tables from examplel,;

mysql> show open tables where in_use > 0;

mysql> flush tables with read lock;

mysql> show open tables;

mysql> unlock tables;
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mysql> show status like 'table%';

=

SHOW OPEN TABLES [FROM database] [LIKE "pattern'|WHERE expression]

OPTIMIZE TABLE tbl_name [, tbl_name] ...
Gidng Compact cua Access hay Defragment ciia Windows

X6a cac khoang tréng hinh thanh do x6a dong, thay d6i dir liéu cac truong VARCHAR, BLOB,

TEXT

mysql> select count(*) from test;
B — +

| count(*) |

B — +

| 4100000 |

[ S — +

1 row in set (0.00 sec)

mysql> delete from test where id <= 100000;

# Is -lh /var/lib/mysql/examplel/

total 76M

-rw-rw---- 1 mysql mysql 65 Sep 4 16:25 db.opt
-rw-rw---- 1 mysql mysql 8.4K Sep 4 16:25 test.frm
-rw-rw---- 1 mysqgl mysql 36M Sep 4 16:31 test MYD
-rw-rw---- 1 mysqgl mysql 41M Sep 4 16:31 test. MYI
mysql> optimize table test;

+ - + R T — +
| Table [Op | Msg_type | Msg_text |
+ - + L — R — +
| examplel.test | optimize | status | OK |
+ - + L — R — +

1 row in set (0.04 sec)

# Is -lh /var/lib/mysql/examplel/

total 74M

-rw-rw---- 1 mysql mysql 65 Sep 4 16:25 db.opt

-rw-rw---- 1 mysql mysql 8.4K Sep 4 16:25 test.frm
-rw-rw---- 1 mysqgl mysql 35M Sep 4 16:31 test MYD
-rw-rw---- 1 mysqgl mysql 39M Sep 4 16:31 test. MYI

Céu Iénh truy van trong MySQL

SELECT ... FROM thl_name WHERE {CONDICTIONS}

GROUP BY ... HAVING ... ORDER BY ...LIMIT START, TOTAL;
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Cau lénh SELECT la 1 trong nhiing phat biéu yéu cau MySQL truy van dit liéu trén co so dit

liéu chi dinh.

Ménh d& FROM chi ra tén 1 bang hay nhitng bang c6 lién quan can truy van thong tin

Ménh d& WHERE d¢é tao nén diéu kién can loc mau tin theo tiéu chuin dugc dinh nghia .

Cac phép toan so sanh

WHERE id > 10; WHERE id >= 10; WHERE id = 10;

WHERE id < 10; WHERE id <= 10; WHERE id '=10;
WHERE id <> 10;

Cac phép toan logic

WHERE id=1 AND name="admin’; WHERE id=1 OR name="admin’;
WHERE name LIKE '%admin’; WHERE name NOT LIKE '%admin’;
WHERE id IN ('10','20"); WHERE id NOT IN( '10,'20");
WHERE id BETWEEN 10 And 20; WHERE password is not NULL;

Thong thudng trong khi truy van, két qua hién thi sap xép theo chiéu tang hay giam dua trén ky
tu ALPHABET.

C1 phap cho ménh ¢& ORDER BY cung véi trang thai ting (ASC), giam dan (DESC)
ORDER BY col_name {ASC|DESC}

Hau hét cau Iénh caa ANSI SQL déu twong thich trong MySQL, tuy nhién ciu lénh select ...
from ... where ... limit start, total linh hoat hon select top N cua MS SQL Server (T-SQL)
Trong do

start: record dau tién 0 <start < count(*)

total : tong s6 record duoc hién thi

mysql> select * from examplel.test limit 20;

Cdu lénh select ... from ... where ... limit start, total trong MySQL la co ¢ dé thuc hién viéc
phan trang trong PHP

Ham trong MySQL

Cac ham tong hop di liéu: avg, count, sum, min. max

Cac ham riéng cua MySQL.: first, last, ucase, Icase, mid, now, len, round, format

Cach dung cac ham: select function() as col_name

mysql> select current_date, date(now()), date_format(sysdate(),'%d/%m/%Y") as sysdate;
S —— R — R +

| current_date | date(now()) | sysdate |

S  —  — +
| 2014-03-26 | 2014-03-26 | 26/03/2014 |
T — T S E— +

1 row in set (0.00 sec)

T Get size of database
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data_length: store the real data.
index_length: store the table index.

Get size of all database
SELECT table_schema "Data Base Name", SUM( data_length + index_length) / 1024 / 1024
"Data Base Size in MB" FROM information_schema.TABLES GROUP BY table_schema ;

Get size of all database tables

SELECT TABLE_SCHEMA AS 'Database’', TABLE_NAME AS 'Table',
CONCAT(ROUND(((DATA_LENGTH + INDEX_LENGTH - DATA_FREE) /1024 / 1024),2),"
Mb") AS Size FROM INFORMATION_SCHEMA.TABLES;

Tao Index

Index (chi muc) duoc tao ra nham truy xuat dir liéu nhanh va hiéu qua hon. Index cé thé dugc
tao trén mot hoac nhiéu cot ctia bang, va mdi Index duoc dat mot tén. Nguoi dung khong thay
duogc cac Index nay, chiung chi dugc dung dé tang téc cho CSDL.

Sau khi bang tao Index, viéc cap nhat thém dong méi vao bang s& mat nhiéu thoi gian hon 1a ddi
v6i bang khong danh Index. Vi thé, chi nén tao Index cho cac cot thudng xuyén dung trong cac
tac vu tim kiém.

Unique Index: Chi muc don nhat s& bt budc hai dong bat ky caa bang s& khong duoc phép
mang cung gia tri & cdt dugc tao chi muc.

CREATE UNIQUE INDEX index_name ON tbl_name (col_name);

Simple Index: Khong dung tir khoa UNIQUE trong cau Iénh tao chi muc, cac gia tri trung nhau
trong cot s€ duogc phép.

CREATE INDEX index_name ON tbl_name (col_name);

Tao bang USER trong database examplel

mysql> use examplel,;

mysql> create table user(id int not null primary key, name varchar(30), password varchar(25))
engine=myisam;

Tao mot chi muc don idx_name trén cot name cua bang USER

mysql> create index idx_name on user (name);

Show index

mysql> show index from user;

mysql> show index from user where key name = "PRIMARY";

Xoa chi myc da tao bang lénh DROP

DROP INDEX index_name ON thl_name;

mysql> drop index idx_name on user;

Phan tich cau Iénh SELECT

mysql> explain select * from examplel.test where id = 1;
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mysql> explain select * from examplel.test where val = 1;

Performance/Load Testing

mysqlslap 1a cong cu trong mysgl-client duogc thiét ké dé gia 1ap cac client nhiam kiém tra tai
cho may chu MySQL, dong thoi bao cao thoi gian may chu MySQL tra vé két qua truy van cho
client

# mysqlslap --auto-generate-sql --concurrency=10 --number-of-queries=1000

# mysqlslap --create-schema=mysql --user=root -p --query="SELECT * FROM user" --
concurrency=50 --iterations=200

Trong vi du nay, cong cu mysglslap truy van dit liéu trong bang user caa CSDL mysql véi sb
client két nbi dén 1a 50 va duoc lap lai 200 lan

Dé do thoi gian thuc hién cua 1 ham, c6 thé sir dung Iénh BENCHMARK

## the example below shows that the divide takes 10 times longer to run than the addition
mysql> select benchmark(10000000, 1+1);

mysql> select benchmark(10000000, 1/1);

## the example below extracts the date from a datetime, surprisingly the left function is faster
mysql> select benchmark(10000000, left('2012-05-14 00:00:00',10));

mysql> select benchmark(10000000, date('2012-05-14 00:00:00);

Kiém tra hiéu ning MySQL béng sysbench

# yum install sysbench -y

Chuan bj dit liéu test

# sysbench --test=oltp --oltp-table-size=1000000 --db-driver=mysqgl --mysql-db=test --mysql-
user=root --mysql-password=123456 prepare

Thuc hién test

# sysbench --test=oltp --oltp-table-size=1000000 --db-driver=mysgl --mysql-db=test --mysql-
user=root --mysql-password=123456 --max-time=60 --oltp-read-only=on --max-requests=0 --
num-threads=8 run

mysql> show processlist;

Xoba dir liéu test

# sysbench --test=oltp --db-driver=mysgl --mysql-db=test --mysql-user=root --mysql-
password=123456 cleanup

7. Quan ly ciu hinh log

Slow query log

Slow query log trong MySQL d¢ log lai nhitng query cham, chiém tai nguyén hé thong

Céu hinh log lai cac slow query khong can khoi dong lai MySQL

# touch /var/log/mysgl-slow-query.log

# chown mysql:mysqgl /var/log/mysgl-slow-query.log

# mysql -u root -p

mysql> set global slow_query log ='ON’;

mysql> set global slow_query _log_file ='/var/log/mysql-slow-query.log’;
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mysql> set long_query_time = 5;

= long_query_time default is 10 seconds

- slow_query_log kich hoat tinh nang slow query log

- slow_query_log_file khai bao dudng dan slow query log file

- long_query_time thiét ap thoi gian cho query dugc tinh 1a slow query. Pon vi tinh theo gidy
mysql> show variables like '%slow%';

mysql> show variables like '‘%long_query%',

Céu hinh log lai cac query khong dung index

mysql> set global log_queries_not_using_indexes = 'ON’;

# mysql -e 'SELECT SLEEP(12);'

# tail -f /var/log/mysql-slow-query.log

# Time: 140710 17:57:38

# User@Host: root[root] @ localhost []

# Query_time: 12.001264 Lock time: 0.000000 Rows_sent: 1 Rows_examined: 0
SET timestamp=1404989858;

SELECT SLEEP(12);

# mysql -e "SELECT BENCHMARK(1000000000, CONCAT('a','b"));"

= Pinh dang output slow query log

- Time:thoi diém cau 1énh slow query duwoc log, thoi gian ldy theo mdy chii véi dinh dang
YYMMDD H:M:S

- User@Host: cau lénh dwoc thuc hién tir user@host

- Query_time, Lock_time, Rows_sent, Rows_examined

- SET timestamp=UNIXTIME; thoi diém cdu lénh query chay

- Toan b¢ cau lénh slow query

Dung lénh date -d@ dé doc timestamp

# date -d @1404989858

Thu Jul 10 17:57:38 ICT 2014

Céu hinh slow query log

# vim /etc/my.cnf

[mysqld]

slow_query log=1
slow_query_log_file=""/var/log/mysql-slow-query.log
long_query_time=5

# service mysqld restart

General log

# mysql -u root -p

mysqgl> SHOW VARIABLES LIKE 'general_log%,
mysqgl> SET GLOBAL general_log = 'ON’;
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mysql> SET GLOBAL general_log_file ='/var/log/mysqld.log’;

8. Quan tri MySQL process

Lénh show process list liét ké danh sach process dang chay trén may chu co s¢ dir
ligu MySQL

# mysql -u root -p

mysql> show processlist;

E — R R — R — e — e — T —— A
---------- +

| Id | User |Host | db | Command | Time | State | Info

. R E— R e —— e R R A o
---------- +

| 4| root | localhost | examplel | Query | 0] queryend | insert into test (val) values (
NAME_CONST('i",33812)) |
| 6]root|localhost | NULL | Query | O] NULL | show processlist

2 rows in set (0.00 sec)

Kill process vaéi id = 4

mysql> kill 4;

- 1d: Khi thyc hién mot cau Iénh hoic mot cong viéc thi s& sinh ra mot process. Mdi mot
process bat dau dugc danh biang mot sé ID duy nhat dé nhan dién. Gia tri cac Process ID duoc
danh s6 theo thir ty ting dan. Bat dau tir 0 va tang 1én cho t6i khi gap gia tri maximum. Gia tri
maximum ciia Process ID 14 ¢6 thé cau hinh dugc tuy vao ting hé théng.

- User: Tai khoan nguoi dung.

- Host: Tén may két nbi ¢én may cha CSDL

- db: Co s¢ dit liéu ma qua trinh dang dugc chay. NULL s& duoc hién thi néu khong cé co s dit
liéu dugc chon.

- Command: Lénh dang duoc thuc thi

- Time: Thoi gian tinh theo gidy ké tir lac 1énh cudi cung duoc thyc hién

- State: Trang thai cta process. Néu nhu 1a NULL thi s& hién thi “SHOW PROCESSLIST” trong
cot Info.

- Info: Thong tin vé& c4c process

# mysql -u root -p

mysql> select connection_id();

mysql> prompt MySQL ID 2>;

mysql> show status like 'max_used_connections';

mysql> show variables like 'max_connections'’;

mysql> set global max_connections = 2;
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mysql> show processlist;
mysql> show status like ‘conn%';

+ -— + +
| Variable_name | Value |
+ -— + +

| Connections |12 |

. E— + +

1 row in set (0.00 sec)

= Connections: sb connections duge mo tinh tir thoi diém MySQL start

Monitor MySQL Process List in Realtime
# watch -n 1 mysqladmin processlist
# watch -n 1 mysqladmin -u root -p123456 processlist

= Tir phién ban MySQL 5.1+, ¢6 thé truy van bang processlist trong database

INFORMATION_SCHEMA

mysql> select * from information_schema.processlist;

-- display number of connections for each host

mysql> select host,count(*) from information_schema.processlist group by host;
Cai dat cong cu giam sat MySQL process

# yum install mytop -y

CAu hinh c4c thong sé két néi MySQL

#vim ~/.mytop

user=root

pass=

host=Ilocalhost

db=mysql

delay=2

port=3306

socket=

# mytop

9. Backup

mysql> create database ex2; use ex2;

mysql> create table test (id int not null primary key) engine = myisam;
mysql> insert into test values (1),(2),(3),(4),(5),(6),(7),(8),(9),(10);
mysql> select * from test;

Backup dir liu table: select into outfile from

mysql> select * into outfile ‘/tmp/test.sql’ from test;

Xoa dir li¢u trong table
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mysql> delete from test;

Phuc hdi dit liéu table: load data infile replace into table
mysql> load data infile '/tmp/test.sql' replace into table test;
mysql> select * from test;

Load data infile can duoc grant véi quyén file nhu sau:
mysql> grant file on *.* to user@hostname;

Backup database MyISAM

# mkdir -p /backup/mysql

# mysql -u root -p

# cp -rp /var/lib/mysql/ex2/ /backup/mysqgl

2 Lénh cp option -p cho phép copy cdc thuge tink ciia file

# Is -l /backup/mysql

Xoba database

# mysql -u root -p

mysql> drop database ex2;

mysql> show databases;

Phuc hdi database

# cp -rp /backup/mysgl/ex2 /var/lib/mysqgl

# mysql -u root -p

mysql> show databases;

Check table

mysql> check table ex2.test;

Repair table néu gap 16i: Database failed to execute query (query) 1016: Can 't open file:
‘sometable.MY1". (errno: 145) Error Msg: 1034: Incorrect key file for table:...
mysql> repair table ex2.test;

Backup véi mysqldump

# mysqldump -help

Backup mot database bao gom ca stored procedures, functions va events
mysqgldump -u username -p --routines --events db_name > db_name.sql
Backup cdu tric mot database khong bao gom data

mysqldump -u username -p --routines —events --no-data db_name > db_name.sql
# mysqldump -uroot -p --routines --events wordpress > /backup/mysql/wordpress.sql
Restore mot database

mysql -u username -p db_name < db_name.sql

# mysql -u root -p

mysql> drop database wordpress;

mysql> create database wordpress;

mysql > use wordpress;
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mysql >source /backup/mysgl/wordpress.sql

mysql > exit;

Hoac

# mysql -uroot -p wordpress < /backup/mysql/wordpress.sql
Backup mot table

mysqgldump -u username -p db_name table_name > table_name.sql
Restore mot table

mysqgl -u username -p new_db_name < table_name.sqgl

10. Duplicate

Duplicate database

Cu phap:

mysqldump -h [server] -u [user] -p[password] original_database | mysql -h [server] -u
[user] -p[password] duplicate_database

Duplicate CSDL db1 sang CSDL méi db2

Tao CSDL géc dbl

# mysql -u root -p

mysql> create database db1; use db1;

mysql> create table test (id int not null primary key);

mysql> insert into test values (1),(2),(3),(4),(5);

mysql> select * from test;

Tao va duplicate CSDL db2

mysql> create database db2;

# mysqldump -uroot -p123456 dbl | mysgl -uroot -p123456 db2
# mysql -u root -p

mysql> use db2;

mysql> select * from test;

Duplicate table

Cu phap:

CREATE TABLE IF NOT EXISTS new_table

SELECT * FROM existing_table

WHERE conditions

# mysql -u root -p

mysql> use db1l;

mysql> create table if not exists new_test select * from test;

11. Thwe thi SQL tir Bash

Thuec thi cau 1énh SQL tur Bash Shell

Cu phap:

mysql -h [ip] -u [user] -p[pass] -e "'[mysql commands]**
mysql -D [db name] -u [user] -p[pass] -e *"[mysql commands]**
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# mysql -u root -p123456 -D mysql -e "select host,user from user"

# mysql -u root -p123456 -D information_schema -e “select * from processlist”
# mysql -u root -p123456 --execute="SELECT user,host FROM mysqgl.user"
Thuc thi cau Iénh SQL tur Bash script dung EOF

Cu phép:

mysql -u [user] -p[pass] << EOF

[mysgl commands]

EOF

#!/bin/bash

mysql -u root -p123456 << EOF
use mysql;

show tables;

EOF

Tham khao:

# vim check_processlist.sh
#!/bin/bash

# Author: Nguyen Truong Giang

HHH A
# Nagios plugin to check processlist #
SRR R RS R R e e R R R e e e R g N R R R e e SR

HOST="localhost"
PORT=3306

## Nagios return codes
STATE_OK=0
STATE_WARNING=1
STATE_CRITICAL=2
STATE_UNKNOWN=3

WARNING=5
CRITICAL=10

usage()

{
echo "Usage: $0 -h [Host|IP] -p [Port Number] -w [limit] -c [limit]"

echo "Options:"
MariaDB
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echo "-w=INTEGER"

echo™ Exit with WARNING status if more than INTEGER"
echo "-c=INTEGER"

echo™ Exit with CRITICAL status if more than INTEGER"
exit $SSTATE_ UNKNOWN

}

## Parse commandline arguments with getopts
while getopts "h:p:w:c:u" args; do
case $args in
h) HOST=$OPTARG

p) PORT=$OPTARG

w) WARNING=$0PTARG

c) CRITICAL=3$0PTARG
u) usage
esac
done

if [[ $CRITICAL -It SWARNING ]];then
echo "UNKNOWN: Warning threshold must be lower than Critical threshold"
exit $STATE_UNKNOWN

fi

TELNET=$(which telnet 2>/dev/null)
if ["$?" -eq "0"]; then
## Test MySQL connect
echo quit | STELNET $HOST $PORT 2>/dev/null | grep Connected >/dev/null
## if last command return value 1=0
if ["$?" -ne "0"]; then
echo "MySQL CRITICAL - Can't connect to MySQL server"
exit $STATE_CRITICAL
fi
fi
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MYSQL=3$(which mysql)
DB="information_schema"
QUERY_TIME=0

## Create user monitor with command below

## GRANT PROCESS ON *.* to monitor@'localhost' identified by 'sa3tHJ3';
USER="monitor"

PASSWD="sa3tHJ3"

SQL=$(3MYSQL -h $HOST -P $PORT -u $USER -p$PASSWD -D $DB -e "select concat('id:',
id), concat(‘user:', user,'@’, host), concat(‘time:", time), concat('info:", info) from processlist
where command = 'query' and time > 0 order by time desc limit 1" 2>/dev/null | grep select)

## get length of string
if [ ${#SQL}==01]; then
echo "MySQL OK - No Slow query"
exit $STATE_OK
else
QUERY_TIME=$(echo $SQL | cut -d: -f4 | awk '{ print $1 })
if [ $QUERY_TIME -ge $CRITICAL ];then
echo "MySQL CRITICAL - The slowest query is running: $SQL"
exit $STATE_CRITICAL
elif [ SQUERY_TIME -ge $WARNING ]; then
echo "MySQL WARNING - The slowest query is running: $SQL"
exit $SSTATE_ WARNING
else
echo "MySQL OK - The slowest query is running: $SQL"
exit $STATE_OK
fi
fi
12. Tuning va Troubleshooting
# cat /proc/sys/vm/swappiness
60
# cat /proc/sys/fs/file-max
45396
# cat /proc/sys/net/ipv4/ip_local_port_range
32768 61000
# vim /etc/sysctl.conf
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vm.swappiness = 10

# Increase system file descriptor limit to
fs.file-max = 65536

# Increase system IP port limits
net.ipv4.ip_local_port_range = 10000 65000

# sysctl -p

# vim /etc/security/limits.conf

* soft nofile 10000
* hard nofile 10000
# ulimit -n

Kiém tra gigi han Max open files caa mysql process

# service mysqld status

mysqld (pid 7727) is running...

# cat /proc/7727/limits

Limit Soft Limit Hard Limit Units
Max open files 10000 10000 files

List open files ciia mysql process
# Is /proc/7727/d -1

# Isof -p 7727

# Isof -u mysql

= Tur Linux kernel 2.6 ¢6 1 tham sé méi la swappiness. Tham sb nay ¢6 gia tri tir 0 dén 100.

Gi4 tri cao ¢6 nghia 1a nhiéu paged dugc swapped, gi tri thap c6 nghia 1a nhiéu ing dung duoc
gilr trong bo nhd RAM ngay ca khi chang khong lam gi ca (idle). Gia tri mac dinh swapiness =
60

Download str dung script tuning

# ./mysqltuner.pl

# .Jtuning-primer.sh

Troubleshooting Waiting for table metadata lock

## Connection #1

mysql> use test;

mysql> create table t1 (id int);

mysql> set @ @autocommit=0;

mysql> select @ @autocommit;

mysql> select @@tx_isolation;

mysql> select * from t1;

## Connection #2

mysql> use test;
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mysql> alter table t1 rename to t2;
## Connection #1
mysql> show processlist;

S S— S S— S R —

| Id | User | Host | db | Command | Time | State

N S S — +- + S

| 10 | root | localhost | test | Query | 14 | Waiting for table metadata lock | alter table t1

rename to t2

mysql> select * from information_schema.innodb_trx\G;
mysql> commit;

mysql> select * from information_schema.innodb_trx\G;

= Generated by Percona Configuration Wizard http://tools.percona.com/

13. MariaDB

Link download MariaDB
https://mariadb.com/kb/en/installing-mariadb-with-yum/
http://downloads.mariadb.org/mariadb/repositories/
Thém MariaDB repo

## CentOS 5 32-Bit ##

# vim /etc/yum.repos.d/MariaDB.repo

[mariadb]

name = MariaDB

baseurl = http://lyum.mariadb.org/5.5/centos5-x86
gpgkey=nhttps://yum.mariadb.org/RPM-GPG-KEY-MariaDB
gpgcheck=1

Cai dat MariaDB

# yum install MariaDB-server MariaDB-client -y
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#rpm -ga | grep MariaDB
MariaDB-common-5.5.39-1
MariaDB-client-5.5.39-1
MariaDB-server-5.5.39-1
# service mysq|l start

# netstat -penlt | grep :3306
tcp 0 0::3306 o LISTEN 101 13240 4022/mysqld

Dat mat khau user root
# mysqladmin -u root password 123456
# mysql -u root -p123456
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