C4u hinh Firewalld

Gv: Nguyén Thé Buc
Hoc vién CNTT Bkacad

Firewalld 1a mét cong cu quan 1y tuong lira cho céac hé diéu hanh Linux. N6 cung
cap céc tinh nang tuong lira bang cach dong vai tro 1a giao dién ngudi dung cho
khung bo loc mang cua nhan Linux thdng qua tién ich khong gian nguoi dung
nftables, hoat dong nhu mét giai phap thay thé cho chuong trinh dong 1énh nft.

Firewalld chira cac zones va cac services — xac dinh mirc d9 tin cay va cac dich vu
lién quan, day cling 1a dicu Khac biét con ban véi nhitng phién ban tuong ltra khac
trude day trén centos: block dmz drop external home internal public trusted work

- Liét ké tat ca cac zone trong hé théng:
firewall-cmd --get-zones

- Kiém tra zone mic dinh

firewall-cmd --get-default-zone

- Kiém tra zone active

firewall-cmd --get-active-zones

- Thay di zone mic dinh:

firewall-cmd --set-default-zone=home



- Liét ké toan bo cac quy tic cua cac zones:

firewall-cmd --list-all-zones

firewall-cmd --list-all

- Liét ké toan bo cac quy tic trong mot zone cu thé

firewall-cmd --zone=home --list-all

- Liét ké danh sach services/port duoc cho phép trong zone cu thé:
firewall-cmd --zone=public --list-services

firewall-cmd --zone=public --list-ports

- Thiét Iap cac service trén zones cua Firewalld:
e Xac dinh cac services trén hé thong:

firewall-cmd --get-services
e Thong tin cua services:
lusr/lib/firewalld/services/
e Thiét lap cho phép services trén FirewallD
firewall-cmd --zone=public --add-service=http
firewall-cmd --zone=public --add-service=http —permanent

- Kiém tra: firewall-cmd --zone=public --list-services
e Xoa services trén FirewallD

firewall-cmd --zone=public --remove-service=http
firewall-cmd --zone=public --remove-service=http --permanent

- Thiét Iap cho Port
e Mo Port:

firewall-cmd --zone=public --add-port=9999/tcp

firewall-cmd --zone=public --add-port=9999/tcp --permanent
firewall-cmd --zone=public --add-port=4990-5000/tcp
firewall-cmd --zone=public --add-port=4990-5000/tcp —permanent



e Remove Port:
firewall-cmd --zone=public --remove-port=9999/tcp
firewall-cmd --zone=public --remove-port=9999/tcp —permanent

- Tao thém zone:
firewall-cmd --permanent --new-zone=<tén zone>
firewall-cmd —reload
- Dinh nghia Services:
e Copy file dinh nghia riéng tir file chuan ban dau:

cp /usr/lib/firewalld/services/ssh.xml /etc/firewalld/services/<tén-
service>.xml

[etc/firewalld/services//<tén-service>.xml
firewall-cmd —reload
firewall-cmd --get-services
e Thiét lap:
firewall-cmd --zone=public --add-service=<tén-service>

firewall-cmd --zone=public --add-service=<tén-service> --permanent



