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Quan tri nguwoi dung Linux

1. Quan tri tai khoan ngwaoi dung
C6 hai loai tai khoan:
- Tai khoan quan tri root: c6 quyén quan tri cao nhét trong hé théng, dugc phép lam moi viéc ma
khong bi kiém soét
- Céc tai khoan thong thuong dugc tao ra cho cac muc dich:

# Cung cip tai khoan truy nhap cho nguoi st dung hé théng

& Cung cip tai khoan dung boi c4c dich vy hé thdng nhu http, samba, mysql,...
Chu y: tranh lam viéc dudi tai khoan cua root cho cac cong viéc thong thuong hang ngay
Véi Linux, mdi user ¢ mot dinh danh duy nhét, goi 1a UID (User ID).

& 0—99: user c6 quyén quan tri

& >99: user khac. >= 500: khong phdi user hé thong

& UID c6 kha nang sivr dung lai
MB&i user thudc it nhat mot group. Mai group ciing c6 mot dinh danh duy nhat 13 GID
M3di users can c6 nhitng thong tin: tén user, UID, tén group, GID, home directory.. .
Windows quan |y thong tin bang LDAP, Kerberos. Linux quéan ly thdng tin bang file text.
C6 thé chinh stra thong tin ctia users bang cong cy, hodc sira truc tiép bang text file.
Quan Iy ngudi dung hé théng bang lénh
useradd: tao user moi
usermod: chinh sza thdng tin user.
userdel -r: x6a user khoi hé thong
passwd: d6i mdt khau, chinh sach thay déi mdt khau
groupadd: tao group mai
groupdel: x6a group khoi hé thong
groupmod: chinh siza thdng tin group.
# Is -1 /usr/sbin/adduser
Irwxrwxrwx 1 root root 7 Oct 21 15:18 /usr/sbin/adduser -> useradd
Tao user thuoc nhom users
# useradd -N ul
-N, --no-user-group

Do not create a group with the same name as the user

# useradd -g users u2; useradd -g users u3
Kiém tra users id
#idul
Tao user khéng c6 thu muc home
# useradd -M u4
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Dit thoi han tai khoan cho user bang thudc tinh -e ciing véi ngay thang hét han hoat dong
# useradd -e 2016-03-26 u5

# chage -l uS

Joint 2 file /etc/passwd va /etc/group dua trén GID
#join-t™"-14-23-01.12.1 /etc/passwd /etc/group

Join GID cét 4 trong /etc/passwd va cét 3 trong /etc/group

Lay két qua cot thir 1 cua file Jetc/passud va cét thir 1 cua file letc/group
Xba user

# userdel -r us

-r Xoa ca thw muc home cua user

Tao user quyén root

# useradd -u0-o0 u5

Tao user thudc 2 nhom dba va users

# groupadd dba

# useradd -g users -G dba u6

MB&i user thudc vé mot group chinh (primary group), thay doi group nay bang Iénh usermod -g
User ¢ thé thudc cac group khac (secondary group), thay ddi group nay bang lénh usermod -G
Kiém tra user va group

# more /etc/passwd

# more /etc/group

Khoa tai khoan ngwai dung

Khod user ul

# passwd -1 ul

Hoac

# usermod -L ul

Kiém tra /etc/shadow

# cat /etc/shadow | grep ul
ul:11$1$tbFIdiNH$LOJdm8DgDOCceykgR5GRV91:15267:0:99999:7:::
Mo khod user ul

# passwd -u ul

Hoac

# usermod -U ul

Kiém tra /etc/shadow

# cat /etc/shadow | grep ul
ul:$1$fbFIdiNH$LOJdm8DgDOceykgR5GRVI1:15267:0:99999:7:::
X04 trang mat khau véi lénh passwd -d

# passwd -d ul
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~

MGt khau bdt dau bang ! — tai khoan chura tao password

MGt khdu bat dau bang | — tai khodn tam thoi bi khda (locked)

MGt khdu bat dau bang * — tai khodn da bi v hiéu héa (disable)

2. Quan ly théng tin user va group

/etc/passwd: chira thong tin user login, password méa héa, UID, GID, home directory, va login
shell. Méi dong 1a thdng tin ciia mér user.

ame ;password:UID:GID; comment ;home directory;shell
rl ‘ 2 1 3 ] 4 ‘ 5 ‘ 6 1 7

Home directory: chiza mét sé file cau hinh chudn

- .bash_profile: Thyec thi méi khi user login, thiét Idp bién méi truong PATH_

- .bash_logout: Theec thi méi khi user logout

- .bash_history: Chia cac dong Iénh user da go
/etc/shadow: chira thdng tin password ma hoa, thoi gian s dung password, thoi gian phai thay
doi password... méi mét user 1a mgr dong gom 9 trieong

name :password:lastchange :min:max:warn:inactive:expire:flag,
‘1[2 [ 3 [4[5[6! 7 e

- name: username

- password: mat khau ¢ dang da dugc ma hoa

- lastchange: sb ngay ké tir ngay 1/1/1970 dén ngay thay d6i password gan dy nhét

- min: s6 ngay ton tai t6i thiéu ciia password

- max: sd ngay ton tai toi da cua password

- warn: sé ngay user duoc thdng bao trudc khi password hét hiéu luc

- inactive: s6 ngay sau khi password hét hiéu luc, account bi disable

- expire: s6 ngay ké tir ngay 1/1/1970 dén ngay account bi disable

- flag: truong cudi ciing chwa duoc ding vao viéce gi; dé danh cho tuwong lai.
/etc/group: chiza théng tin group

ame ; password: GID :MEMBERS
rl ‘ 2 3 N 4 ‘
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Cong thire hash mét khau trong /etc/shadow (one way hash function)

Password Creation Password Verification

Plaintext Stored
Password Salt

Plaintext Random

Password Salt

Stored
Hash

ml“

Do They Match?

- Mat khéu ctia user s& dugc hash véi gia tri salt ngau nhién. Gi4 tri salt va mat khau da duoc
hash s& dugc luu trong file /etc/shadow

- Khi user login vao hé thong thi gia trj salt s& duoc lay ra va dung dé hash mat khau. Néu gia tri
mat khau hash trong file /etc/shadow va gid tri vira duoc hash tring nhau thi user duoc Xac thyc.
Mait khau trong hé thong Linux

Céc hé thong linux thuong st dung thuat toan bam dé tao mat khau duoc mé hoa

Thuat todn DES 56 bit dugc sir dung nhu thuat toan ma hoé phd bién trudc day

# perl -e 'print crypt("password"”, "salt"),"\n™

sa3tHJ3/KuYvl

# useradd -p sa3tHJ3/KuYvl u7

# echo "123456" | passwd u7 --stdin

Theo thoi gian, khi phan cting phat trién va gia thanh thiét bi ré di, thuat toan DES tro nén dé
dang bi giai ma. Cac ban phan phdi linux hién tai cung cap thuat todn ma hod manh hon nhur:
MD5, SHA-1, SHA-2 thay thé cho thuét toan DES.

Ky ty "'$" truéc mat khau di dugc ma hoa caa user cho biét mat khau nay duoc ma hda bang
mot thuat toan ma héa khac DES

Truwong mdt khau trong /etc/shadow ¢6 cdu triic dang $| d$Sa|t$haSh

id=1 mdt khdu dwoc ma héa bﬁng thudt toan MD5

id=2 mdt khéu dwoc ma héa bﬁng thudt toan blOWfiSh (thudt todn ma héa doi xirng, dung khoa
ndo dé ma héa dit lieu thi dung chinh khéa do de giai ma)

id=2a mdt khau dwoc ma héa bang thudt toan eksblowfish

id=5 mdt khau dwoc md héa bang thudt toan SHA-256

id=6 mdt khau dwoc ma héa bang thudt toan SHA-512

salt: 8 characters

hash: MD5: 22 characters, SHA-256: 43 characters, SHA-512: 86 characters
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Thuat toan SHA

Nam thuat todn SHA la SHA-1 (160 bit), SHA-224 (224 bit), SHA-256 (256 bit), SHA-384 (384
bit), va SHA-512 (512 bit). SHA I thuét toan bam dugc phat trién boi cuc an ninh quc gia My
(National Security Agency hay NSA) va dugc xuat ban thanh chuan cua chinh phu My bai vién
cong nghé va chuan quéc gia My (National Institute of Standards and Technology hay NIST).
Bdn thuat toan sau thuong duoc goi chung 1a SHA-2

SHA-1 duoc st dung rong rai trong nhiéu tng dung va giao thirc an ninh khac nhau, bao gdm
TLS va SSL, PGP, SSH, SIMIME, va IPSec. SHA-1 dugc coi la thuat toén thay thé MD5 (128
bit). MD5 thudng duoc dién ta bing mot s hé thap luc phan 32 ky tu.

Xem thut to4n hé théng hién tai sir dung

# authconfig --test | grep hashing

password hashing algorithm is md5

Céu hinh sir dung SHA-512

# authconfig --passalgo=sha512 --update

# authconfig --test | grep hashing

password hashing algorithm is sha512

Liét ké cac group va user

# getent group

# getent passwd

List c&c user session dang login

# who -Hu

NAME LINE TIME IDLE PID COMMENT
root pts/O 2014-10-03 09:11 . 3659 (192.168.15.139)
root pts/1 2014-10-03 09:17 . 3753 (192.168.15.139)

# ps -ef | grep bash

root 3659 3655 009:11 pts/0O 00:00:00 -bash

root 3753 3749 009:17 pts/1 00:00:00 -bash

root 3792 3659 009:17 pts/0 00:00:00 grep bash

Xac dinh tap tin tty user dang login

# 1ty

/dev/pts/0

Kill user session dang login c6 PID 3659

# kill -9 3659

Lénh md5sum sir dung thuat toan md5 dé xac dinh chudi finger print cia mot goi phan mém,
mét file hay mot xau ky tu. Véi muc dich dam bao su toan ven ctia goi phan mém tir nha cung
cap t6i nguoi ding

# echo "hello™ | md5sum

b1946ac92492d2347c6235b402611184 -

# echo b1946ac92492d2347c6235b4d2611184 | wc -C


http://vi.wikipedia.org/wiki/Bit
http://vi.wikipedia.org/wiki/MD5
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Linux cho phép quan ly user theo 2 cach

- Mat khau luwu trong /etc/passwd

- Mat khau luru trong /etc/shadow

Dé chuyén doi giira 2 kiéu, sir dung lénh

# pwconv

# pwunconv

# s -1 /etc/passwd /etc/passwd- /etc/shadow /etc/shadow-
-rw-r--r-- 1 root root 1601 Sep 4 03:44 /etc/passwd
-rw-r--r-- 1 root root 1549 Jul 3 17:00 /etc/passwd-
S e 1 root root 994 Sep 4 03:44 /etc/shadow
-r-------- 1 root root 973 Jul 3 17:00 /etc/shadow-
# rm -f /etc/passwd /etc/shadow

Recover /etc/passwd va /etc/shadow

# cp /etc/passwd- /etc/passwd

# chmod 644 /etc/passwd

# cp /etc/shadow- /etc/shadow

Rebuild /etc/shadow tur /etc/passwd

# rm -f /etc/shadow /etc/shadow-

# pwconv

# passwd

== Kbhi rebuild /etc/shadow tir /etc/passwd , trudng mat khau s& bi mat. Tao lai mat khau user
bang lénh passwd, néu c6 qua nhiéu user c6 thé tao mot mat khau mic dinh bang cach copy mot
mat khau bang cach dung tinh nang tim kiém thay thé trong trinh soan thao. Truong mat khau
trong /etc/shadow c6 thé xda trang

Thay déi thong sé6 mic dinh

Khi sir dung Iénh useradd hodc groupadd, néu khong liét ké ddy du cac thdng s can thiét thi hé
thdng s& lay theo gia tri mac nhién da dugc dinh nghia.trong céc file sau:

[etc/default/useradd: céc gia tri mdc dinh cho viéc tao user

letc/skel: thu muc chiva c&c file cdu hinh chudn sé tao trong thur muc home ciia user
Jetc/login.defs: nhitng cdu hinh méc dinh cho shadow password (PASS_MAX_DAYS,
PASS_MIN_DAY ,PASS_ WARN_AGE, MD5_CRYPT ENAB ...)

Cong cu chage cho phép quan trj hé théng thay d6i cac tham s lwa chon trén:

chage [-1][-m min_days][-M max_days ] [ -W warn] [ -l inactive ] [ -E expire ] [ -d last_day
] user

Tham s6 -1 dau tién liét ké gia tri cta policy hién thoi cia mot ngudi ding. Tham sé -E sé& khoa
mot tai khoan ngudi ding tai thoi diém xac dinh. Pinh dang ngay c6 thé theo dinh dang
YYYY/MM/DD

Dé xem thdng tin vé thoi gian caa mat khau
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# chage -l username

Last password change : Apr 02, 2013
Password expires . never

Account expires > never

Minimum number of days between password change : 0
Maximum number of days between password change 99999

3. Piéu khién truy cap trong Linux
Mic dinh, hé théng Linux c6 1 hé théng cip quyén theo ma tran kiém Soat truy cap (Access
Control List) duoc don gian hoa. C6 ba quyén va ba nhdm ma cac quyén c6 thé dugc gan
Quyén trong linux duoc phan chia nhu sau:
- Quyén doc: r (read) hay 4
- Quyén ghi: w (write) hay 2
- Quyén thyee thi: x (excute) hay 1
Céc quyén duoc 4p dung trén ba nhdm ngudi dung, ki hiéu bang ba ki ty twong tmg u, g, o
- U= owner user = chu so hiru
- g = group = nhizng nQuoi cung nhom voi chu So hiru
- 0 = others = tdt cd nhirng nguoi khac
Quyén truy cap cé thé thiét 1ap theo 2 dang véi lénh chmod [options] mode file
- Mode dung ky hi¢u (symbolic): chmod [augo][+ -=][rwx] filename
u (user), g (group), o (other), a (all), + thém quyén. - b6t quyén
- Mode dung s6 bat phan (octal): chmod [0-7][0-7][0-7] filename

= chmod -R : thay doi ca trong thu muc con

Chi nhitng ngudi sé hitu file méi c6 thé thay doi dugc mirc dic quyén ddi vai file
# chmod 777 filename

# chmod g-w,o+r filename

# chmod a+r filename

# chmod og-x filename

# chmod u+rwx filename

Thay d6i chii s¢ hitu file

- Lénh chown cho phép thay d6i user s¢ hitu, group sé hitu
- Lénh chgrp cho phép thay doi group sé hitu

Déi group sé hitu cia thu muc /tmp/data bang nhoém users
# chown :users /tmp

hoidc

# chgrp users /tmp

D6i chu so hitu tap tin dua trén uid va gid

# chown 500:500 /tmp
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== Khéng thé dung Iénh chmod, chown trén phan viing linux duoc dinh dang FAT32

Access Control List

Access Control List (ACL): nguoi dung sé hiru file ¢6 thé gan quyén cho 1 s6 ngudi dung khac
Dé xem, thay d6i ACL duing cac lénh: setfacl, getfacl

Cu phép: setfacl -Rm u:<username>:rwx <path to directory>

# mkdir /test

# getfacl /test

Thay d6i ACL user ul va u2 trén thu muc /test

# setfacl -m u:ul:rwx,u:u2:rx /test

— -m: --modify -x: --remove

# getfacl /test

#su-ul

$ cd /test

$ touch abc.txt

$ exit

Xo6a ACL user ul trén thu muc /test

# setfacl -x u:ul /test

—=Cau heéi 6n tap

1. Néu c6 mot ngudi dung chay lénh chmod -x /bin/chmod, 1am thé nao dé khac phuc?
# chmod -x /bin/chmod

# chmod +x /bin/chmod

# cp /bin/chown /tmp/chmod

# cp /bin/chmod /tmp/chmod

# mv /tmp/chmod /bin/chmod

# Is -1 /bin/chmod

# perl -e 'chmod 0755, "/bin/chmod™

# setfacl -m u:root:rwx /bin/chmod

2. Cho mét churong trinh bash shell hello.sh khéng ¢ quyén execute. Lam thé nao dé thyc thi
chuong trinh nay?

# vim hello.sh

#1/bin/bash

echo -n "Can | have your name, please? "
read NAME

echo "Hello SNAME"

Thuyec thi bash shell

# bash hello.sh

# sh hello.sh

# . hello.sh
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# source hello.sh
# echo SNAME
Lénh . dung dé goi thuc thj mot script trong shell hién hanh voi mét y nghia dac biét: thi hanh va
gizt nguyén nhing thay doi vé moéi truong ma scirpt tic dong ‘
2. Chuong trinh bash shell hello.sh khéng c6 quyén rw nhung c6 quyén execute. Chuong trinh
nay c6 thé chay duoc khong?
# chmod -rw,+x hello.sh
#1s -1 hello.sh
---X--X--X 1 root root 82 Jun 19 16:39 hello.sh
# /hellosh
Thiét |ap quyeén truy cip mac dinh caa tap tin khi ching dwec tao
Trong Linux, khi mét file hay mot thu muc duoc tao ra thi cac quyén truy cép s& duoc Xac dinh
dua trén hai gia tri 14 quyén truy nhap co so (base permission) va mat na (umask).
Base Permission la gia tri dugc thiét lap sin va khong thé thay doi dugc
% Quyén mic dinh cua file 12 666 (rw-rw-rw-)
% Quyén mic dinh cta thu muc 1a 777 (rwxrwxrwx)
Mask la gié tri duoc thiét l1ap bai nguoi dung bang Iénh umask
Gia tri Mask s& che di mot sd bit trong Base Permission dé tao ra quyén truy cap chinh thirc cho
file (twong tu co ché subnet mask)
Quyén truy cap chinh thirc = “gia tri nhi phdn ciia Base permission "AND “dang bui 1 ciia mask”
Base Permission ciia file bat ky ludn 12 666 (hay 110110110 dang nhi phan)
Umask la 022 (hay 000010010 dang nhi phdn), dang bu 1 111101101
Quyén truy nhdp cua file: 110 110 110 AND 111 101 101 = 110 100 100 = 644 (rw-r—r-)
Gia tri mask mic dinh cho root = 022, quyén han truy cap mac dinh thu muc: 755, file: 644
Gia tri mask mic dinh cho user = 002, quyén han truy cap mic dinh thu muc: 775, file: 664
Gén umask dé céc files duoc tao ra c6 quyén 600
# umask 066
# touch test.txt
# Is -| test.txt
-rW------- 1 root root 0 Apr 7 23:25 test.txt
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execute (user) read (other)
write (user) write (other)
read (user) 1 ‘ ‘ i execute (other)
olofofo|o]|o]|o|o]|o]o]|o]o
4 A A A t.
SUID execute (group)

S6ID —— ——— wrife (group)

Sticky ——— read (group)

N J

Y
Dung cho file
thye thi
Working with SUID, SGID, and Sticky Bit
Numerical Relative

Permission  Value Value On Files On Directories

SUID 4 u+s User executes file with No meaning.
permissions of file owner.

SGID 2 g+s User executes file with File created in directory
permissions of group gets the same group
owner. owner.

Sticky bit 1 +t No meaning. Users are prevented from

deleting files from other
users.

SUID (setuid)
# Is -1 /usr/bin/passwd /bin/ping /usr/bin/crontab /usr/bin/at
35832 Sep 27
43492 Jan 27

-rwsr-xr-x 1 root root
-rwsr-xr-x 1 root root

2009 /bin/ping

2010 /usr/bin/at
2012 /usr/bin/crontab
2010 /usr/bin/passw

—-rwsr-sr-x 1 root root 309932 Feb 23
-rwsr-xr-x 1 root root 23420 Aug 11

# chmod u-s /bin/ping
Thtr nghiém ping vai user thuong
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SGID (setgid)
# mkdir /test2
# chmod 2777 /test2
#Is -Id /test2
#su-ul
$ cd /test2
$ touch abc.txt
$ls-l
total O
-rw-rw-r-- 1 ul root 0 Jun 3 23:44 abc.txt
== Bai tap phan quyén
Tao thu muc share file cho cac phong ban
/data
|-- hr
|- it
|-- public
“--sale
Yéu cau:
- User thudc group phong ban ndo sé c6 full quyén trén thu muc ciia phong ban dé
- Tét ca user déu cé full quyén trén thu muc public
# mkdir -p -m 1770 /data/sale /data/hr /data/it
# mkdir -p -m 1777 /data/public
# groupadd sale ; groupadd hr ; groupadd it
# useradd -g sale salel ; useradd -g hr hrl ; useradd -g it itl
# setfacl -m g:sale:rwx /data/sale
# setfacl -m g:hr:rwx /data/hr
# setfacl -m g:it:rwx /data/it
# getfacl /data/it
#ls -1 /data
Test
# su - itl -c "mkdir /data/it/it1"
# su - itl -c "mkdir /data/hr/it1"
# su - hrl -c "mkdir /data/hr/hr1"

Chay command bang quyén ciia user xac dinh
# runuser -l "login name" -c "command"
# su - "login name™ -¢ "command"
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Thudc tinh immutable, append-only

Lénh chattr thay d6i thudc tinh cho file duéi cip d6 cao cip ctia mot quan tri hé thong ma Iénh
chmod khéng thé thuc hién duoc

Tao file va thiét 1ap thudc tinh immutable

# touch keep.me

# chattr +i keep.me

# Isattr keep.me

e ETEEEE e keep.me

# rm -f keep.me

rm: cannot remove “keep.me': Operation not permitted
# chattr -i keep.me

Thiét lap thudc tinh append-only

# chattr +a keep.me

# Isattr keep.me

# echo "append-only set" > keep.me

-bash: keep.me: Operation not permitted

# echo "appending to file" >> keep.me

# cat keep.me

appending to file

Thiét lap thudc tinh append-only cho thu muc, bén trong thw muc cé quyén tao file, sira file
nhung Khong cé quyén xéa file

4. Chuyén déi nguoi ding V6i 1¢énh su )

Nguoi dung root cé dac quyén cao nhat trong cac hé thong Linux, root c6 kha nang chinh sura hé
thdng rat su theo bét ky cach nao, ngay ca viéc chinh stra cac module cua hé diéu hanh va bién
dich lai Linux kernel, mot diéu khdng thé trén hé théng Windows. ..

MJbi mét user duoc tao ra trén hé thong déu phai ¢ mot sé nhan dang goi 1a UID. Linux s& quan
ly cac tai khoan nguoi dung théng qua UID, con User name chi la tén goi thén thién, gilp con
ngudi dé dang phén biét cac user.

Tai khoan quan tri root duoc Linux tu dong tao ra vai UID=0

#id root

C6 thé stra UID ctia mot user vé 0 dé co quyén han ngang bang root — dé leo thang dic quyén
(Privilege escalation) cho mot user thdng thuang, hacker s& tim cach thay d6i UID=0

Lénh su  (super user) trén linux co chirc ning thay doi tai khoan ngudi dung login hién hanh
Néu khong duogc chi dinh, 1énh s& yéu ciu chon tai khoan root dé chuyén ddi. Trong thyc té,
quén tri thuong ding lénh nay dé chuyén vao tai khoan root tir mot tai khoan thong thuong.

$ su - root

Cam user su - root

Chi user thuéc nhom wheel (GID=10) méi c6 quyén su - root
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# vim /etc/pam.d/su

#%PAM-1.0

auth sufficient ~ pam_rootok.so

# Uncomment the following line to implicitly trust users in the "wheel™ group.
#auth sufficient ~ pam_wheel.so trust use_uid

# Uncomment the following line to require a user to be in the "wheel™ group.
auth required pam_wheel.so use_uid

# usermod -G wheel ul
5. Ciap quyén thue thi véi sudo ) . i
Lénh sudo (do something as the supervisor) la mot thay thé nang cao va nhiéu uu diém hon co
ché chuyén sang nguoi dung khac bang Iénh su truyén thong. Trong d6 wu diém 16n nhat & cho
phép nguoi ding quan tri Kiém soat dugc cac thao tac cua ngudi ding ¢ can thiép dén hé théng,
giao quyén thuc thi diing nguoi diing viée
Lénh sudo cho phép cung cip dic quyén root thyc hién mot sé Iénh, thay vi tat ca céc Iénh.
Cac khai bao Ai duwroc 1am gi? duge cdu hinh trong file /etc/sudoers
# Is -1 /etc/sudoers
-r--r----- 1 root root 3426 Dec 3 16:24 /etc/sudoers
Sudo la mét lénh dang setuid — moi user déu ¢ quyén chay lénh nay
# Is -1 /usr/bin/sudo
---S--X--X 2 root root 174436 Mar 6 2011 /usr/bin/sudo
Lénh duoc thuc hién qua sudo déu duoc ghi log vao file /var/log/secure (Red
Hat/Fedora/CentOS) hoac /var/log/auth.log (Ubuntu/Debian)
# tail -f /var/log/secure
Cu phép /etc/sudoers
USER MACHINE=(TARGET-USERS) COMMANDS
- USER: nguoi su: dung dwogc quyén thyec thi. C&c user phan cach nhau bang dau phay “,”
- MACHINE: may ma quyén thuc thi dwoc dap dung |én. ’ ) .
- TARGET-USERS: nguoi dung cho muwon quyén thuc thi, néu tham so nay khong ton tai
NQuoi diing sudo sé chay véi quyén root .
- COMMANDS: Iénh ma nguoi ding sudo dwgc quyén thyc thi. Cac Iénh phdn cdach nhau
bang ddu phay “,”
Néu cip quyén cho group, thay tham s6 USER bing %GROUP.
Tir khoa ALL c6 nghia 13 tat ca cac user, tat ca cac nhom, tat ca cac lénh, tit ca cac may.
Néu céc thiét lap dai hon mot dong, c6 thé dung dau “\” dé viét tiép xudng dong tiép theo
Tir khoa NOPASSWD cung cép kha ning thuc thi Iénh ma khong yéu cau nhap password.
Tao user quan tri admin
# useradd admin
# passwd admin
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Khi dung lénh sudo, mat khau cua root dugc gitt bi mat. Néu kiém soat van dé uy quyén thdng
qua sudo khong chit ché thi normal user d& dang chiém quyén diéu khién hé théng véi dic
quyén root

—= Cho phép user admin sudo Iénh su

Thém dong admin ALL=/bin/su & cudi file /etc/sudoers

# visudo

admin ALL=/bin/su

Login vai user admin, sau d6 gé lénh sudo su - root rdi cung cdp mat khau cua user admin 1a ¢6
quyén root ma khong can biét mat khau root

$ sudo su - root

[sudo] password for admin:

Password ma user admin nhap vao khong phai 1a password root, diéu nay khién cho ngudi quan
tri root biét duoc cac hoat dong ciia admin.

Mac dinh sudo nhé password trong vong 5 phut. Do do6 trong khoang thoi gian nay user thuc
hién cac thao tac khac doi hoi quyén root ma khong can phai nhap password.
timestamp_timeout=0 khong nhé password

timestamp_timeout=-1 chi can xac thuc password mét lan duy nhat

~

# visudo

Defaults requiretty

requiretty: If set, sudo will only run when the user is logged in to a real tty. When this flag is set,
sudo can only be run from a login session and not via other

If you encounter error syntax like this: sudo: sorry, you must have a tty to run sudo you can
disable requiretty as well in sudoers using visudo.

Disable requiretty to particular user not to use tty

# visudo

Defaults:username !requiretty

Pé xem Mot nguoi ding o thé thuce thi nhimg 1énh nao, st dung lénh sau: sudo -U username -1
—= Bai tap cip quyén

Cau hinh cho phép user admin c6 quyén quan tri

# visudo

## Networking

Cmnd_Alias NETWORKING = /shin/route, /sbin/ifconfig, /bin/ping, /sbin/dhclient,
{usr/bin/net, /sbin/iptables, /usr/bin/rfcomm, /usr/bin/wvdial, /sbin/iwconfig, /sbin/mii-tool

## Installation and management of software
Cmnd_Alias SOFTWARE = /bin/rpm, /usr/bin/up2date, /usr/bin/yum
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## Services

Cmnd_Alias SERVICES = /shin/service, /sbin/chkconfig

## Updating the locate database

Cmnd_Alias LOCATE = /usr/bin/updatedb

## Storage

Cmnd_Alias STORAGE = /shin/fdisk, /shin/sfdisk, /sbin/parted, /sbin/partprobe, /bin/mount,
/binflumount

## Delegating permissions

Cmnd_Alias DELEGATING = /usr/shin/visudo, /bin/chown, /bin/chmod, /bin/chgrp
## Processes

Cmnd_Alias PROCESSES = /bin/nice, /bin/kill, /usr/bin/kill, /usr/bin/killall

## Drivers

Cmnd_Alias DRIVERS = /shin/modprobe

admin ALL = NOPASSWD: NETWORKING, SOFTWARE, SERVICES, STORAGE,
DELEGATING, PROCESSES, LOCATE, DRIVERS

Login vai user admin va cai dat package thong qua Iénh sudo

$ sudo yum install mysgl-server -y

$ rpm -ga | grep mysq|

Khai dong service

$ sudo /shin/service mysqld start

Cau hinh cho phép user admin c6 toan quyén sudo
# visudo

admin ALL=(ALL) NOPASSWD:ALL

# su - admin

Chuyén sang nguoi ding root véi sudo

$ sudo -i

$ sudo -s

$ sudo bash

~

"admin ALL=(ALL) ALL" nguoi dung admin, trén tit ca cac may, co thé muon quyén tat ca cac
nguoi ding, dé thyc thi tat ca c4c lénh.

"%admin ALL=(ALL) ALL" nhom admin, trén tat ca c4c may, cd thé muon quyén tat ca cac
ngudi ding, dé thuc thi tat ca cac lénh.



)

Tim ra céc Iénh nguoi dung thyc thi trudc do
# yum install psacct -y
# service psacct start

lastcomm [commandNameHere]
lastcomm [userNameHere]
lastcomm [terminalNameHere]

Gi¢i han nguoi dung root login true tiép hé thong
Khai bao TTY interface ma root dugc phép dang nhap

# vim /etc/securetty
console

#ityl

#ity?2

#tty3

#ityd

#tty5

tty6

~

= /dev/console: TTY interface ché do single mode
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